1600.61A
APPENDIX 1

GUIDE FOR EMPLOYEES TRAVELING
TO FOREIGN COUNTRIES

FEDERAL AVIATION ADMINISTRATION
OFFICE OF POLICY AND PLANNING, ACP-300




1600.61A
Appendix 1

INDEX

SECTION I - INTRODUCTION
SECTION 11 - PREPARATION
PASSPORT, VISAS, AND DRIVER'S LICENSE
MEDICAL
LUGGAGE AND PACKING
SECTION III - WHILE IN A FOREIGN COUNTRY
GENERAL INFORMATION
LOCAL LAW
- PERSONAL SAFETY
ON THE STREET
IN THE HOTEL
USING PUBLIC TRANSPORTATION
WHILE DRIVING
IV - TERRORISM AND INTELLIGENCE TARGETING
TERRORISM

INTELLIGENCE TARGETING

Page 2

10

10

11

11

13

11/03/00




1600.61A

11/03/00 e Appendix |

SECTION I INTRODUCTION

Millions of U.S. citizens travel abroad each year. Whether foreign travel is for official
business, personal business, or pleasure the odds is in your favor that you will have a safe
and incident-free trip that is a positive and rewarding experience. However, earthquakes,
hurricanes, political upheavals, petty or violent crime or acts of terrorism are only some
of the unexpected difficulties that can befall U.S. citizens in all parts of the world.

Planning and good judgment can often prevent problems that range from the inconvenient
to the very serious. This booklet outlines security precautions, and offers suggestions and

guidance that should help DOT employees avoid difficulties while traveling in foreign
countries.

Inform yourself about the countries you will visit. Libraries, bookstores, and travel
agencies all have books and brochures. Be alert to the news about the current conditions
in these countries, including reports about any controversial political or social issues that
may cause unrest. The Department of State provides current travel information and
issues travel warnings when conditions warrant www.travel.state.gov. You may listen to
recorded travel advisories, 24 hours a day, on the Department of State's Citizens
Emergency Center recording 202-647-5225.

Do not publicize your travel plans. Limit your travel information to the few people who
have a need to know. Leave a full itinerary of your travel schedule, hotel phone numbers,
and business appointments with your office, a member of your family, or a friend.
Establish a point of contact at your office for your family to call in an emergency.

From time to time, all travelers experience frustrations such as overcrowded hotels, rental
car nonavailability, overbooked restaurants, and delays in flight schedules. Use common
sense and good judgment in your reactions to these situations. Remain calm and do not
be excessively critical of the local customs and conditions that you find disagreeable. Do
not be surprised if you occasionally encounter anti-American sentiments in some of the
foreign countries that you visit; do not become involved in discussions that compare
other countries with the United States.

Remember that citizens of other countries will form opinions about America based on the

kind of impression you make on them. As an American abroad, you are a symbol of your
country.
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SECTION II-PREPARATION
A. PASSPORT, VISAS, AND DRIVER'S LICENSE

Be sure you sign your passport and fill in the personal notification data on page 4. If
your passport is mutilated or altered in any way, other than changing the personal
notification data, it may render the passport invalid and expose you to possible
prosecution under Title 22 of the U.S. Code. Check to be sure that your passport is valid
and up-to-date and that visas are current for the country of destination. If your passport
or visas are not valid, you and everything in your possession may be looked at in depth
by host government authorities. If you are carrying documents that are sensitive or
proprietary, they will be examined in detail to see if there is anything that would be of
interest to the foreign government. If there is, you can be sure that copies will be made.
To prevent this: NEVER pack sensitive or proprietary information in your checked
luggage. Double envelop the material and hand carry it or send it via the diplomatic
pouch well in advance.

Make photocopies of your passport, licenses, credit cards, airline tickets, and any other
important documents that you will carry with you. Put copies in both your carry-on and
checked luggage. Leave a copy of those documents, along with a list of the serial
numbers of your travelers' checks, with someone at your home or office. If the
documents are lost or stolen, these records will speed up the replacement process.

If your passport is lost or stolen in the U.S., report it immediately to Passport Services,
1425 K Street, N.-W., Department of State, Washington D.C. 20524, or to the nearest
passport agency. If it should be lost or stolen abroad report it immediately to the local
police and to the nearest U.S. embassy or consulate.

Your passport is the most valuable document you will carry abroad. It confirms your U.S.
citizenship. Guard it carefully. When you carry it with you, do not carry it in a handbag
or an exposed pocket. Whenever possible, leave your passport in the hotel safe, not in an

empty hotel room or packed in your luggage. One family member should not carry all
the passports for the entire family.

Your passport is your best form of identification. You will need it to pick up mail or

check into a hotel, and U.S. Immigration requires you to prove your citizenship and
identity when you are ready to reenter the United States.
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You may sometimes be required to leave your passport at the hotel reception desk
overnight so local police may check it. This is a normal procedure in some countries and
is required by their local laws. If your passport is not returned the following moming,
directly report the impoundment to local police authorities and the nearest U.S. embassy
or consulate.

Some countries are sensitive to which visa you obtain. If you are traveling on official
Government business, a diplomatic or official passport should be obtained; otherwise for
personal travel a tourist passport is required. If you travel frequently to countries
requiring visas, you may request a 48-page passport at the time you apply. There is no
additional charge for the extra pages.

Be aware of your passport's expiration date. Some countries will not permit you to enter
and will not place a visa in your passport if the remaining validity is less than 6 months.
If you return to the U.S. with an expired passport, you are subject to a fee at the port of
entry.

If you plan to rent a car, check to see if you must obtain an international driver's permit
for any country that you plan to visit.

B. MEDICAL

Some countries may require international certificates of vaccination against yellow fever
and cholera. Typhoid vaccinations are not required for international travel, but are
recommended for areas where there is risk of exposure. Smallpox vaccinations are no
longer given. Ensure that your measles, mumps, rubella, polio, diphtheria, tetanus, and
pertussis immunizations are up-to-date. Some countries require certification from long-
term visitors that they are free of the human immuno-deficiency virus (HIV). Generally,
this has little bearing on tourists and short-term visitors.

If you go abroad with pre-existing medical conditions, carry a letter from your doctor
describing your condition, including information on any prescription medicines you must
take. Know the generic names of the drugs. Take plenty of any prescription medication
with you, as well as an extra set of eyeglasses or contact lenses. Ensure that all
prescription medication is in its original container with the prescription label attached.
Pack your medication and eyeglasses in your carry on luggage to ensure it is not lost.

All employees going on temporary duty travel should have medical coverage under the

Federal Employees Health Benefits Program or other medical insurance program. This
coverage is the primary source of medical benefits while overseas. While on temporary
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duty assignment abroad, you are also covered under the Department of State (DOS)
Medical Program for payment of medical expenses for inpatient hospital care and related
outpatient treatment not covered by your health insurance. This coverage includes
hospitalization for illness, injury or medical conditions, which occurs while you are on
temporary duty, as well as outpatient care and medical travel related to such
hospitalization. Coverage under the program does not include outpatient care that is not
related to the hospitalization.

If you become seriously ill while on temporary duty overseas, you must contact the
nearest American embassy or consulate. Officials on duty 24 hours a day will provide
you the names of reputable physicians and hospitals. If available medical facilities at
post are inadequate to treat your condition, the embassy will authorize medical
evacuation to the nearest location where suitable medical care can be obtained. Since
most hospitals in foreign countries do not take credit cards and most will not honor U.S.
medical insurance plans, the embassy will normally provide a promissory note to the
hospital as form of payment.

C. LUGGAGE AND PACKING

Safety begins when you pack. To avoid being a target, dress conservatively. A flashy
wardrobe or one that is too casual can mark you as a tourist. As much as possible, avoid
the appearance of affluence.

Always try to travel light, if you do, you can move quickly and will be more likely to
have a free hand. You will also be less likely to set your luggage down, leaving it
unattended.

Carry the minimum amount of valuables necessary for your trip and plan a place or
places to conceal them. Your passport, cash, and credit cards are most secure when
locked in a hotel safe. When you have to carry them on your person, you may wish to
conceal them in several places rather than putting them all in one wallet or pouch.

If you wear glasses, pack an extra pair. Bring them and any medicines you need in your
carry-on luggage.

To avoid problems when passing through customs, keep medicines in their original,
labeled containers. Bring a copy of your prescriptions and the generic names for the
drugs. If a medication is unusual or contains narcotics, carry a letter from a doctor
attesting to your need to take the drug. If you have any doubt about the legality of

carrying a certain drug into a country, consult the embassy or consulate of that country
first.
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Bring travelers checks and one or two major credit cards instead of cash.

Put your name, address and telephone numbers inside and outside of each piece of
luggage. Use covered luggage tags to avoid casual observation of your identity or
nationality and if possible, lock your luggage.

SECTION III
WHILE IN A FOREIGN COUNTRY

GENERAL INFORMATION

Keep a low profile. Clothes and other outward signs of wealth or nationality should not
be in stark contrast to those of the country in which you are traveling. Clothing should
not give the impression of wealth or importance. If you are in the military, avoid wearing
your uniform unless required.

Local banks usually offer better rates of exchange than hotels, restaurants, or stores.
Rates are often posted in windows. Above all, deal only with authorized agents when
exchanging currency. Exchanging money on the black market is illegal in many countries
and can carry severe penalties. In some countries, you risk more than being swindled or
stuck with counterfeit currency, you risk arrest.

Make a note of the credit limit on each credit card you carry. Make certain not to charge
over that amount on your trip. In some countries travelers have been arrested for
mistakenly exceeding their credit limit. Safeguard your credit cards and also the
customer copy of each credit card transaction. Ask your credit card company how to
report the loss of your card from abroad. Your credit card’s toll-free numbers do not
work from abroad, but your company should have a number that you can call collect to
report a lost or stolen card. Always report the loss or theft of your credit cards or
travelers checks immediately to the companies and notify the local police.

Some European countries levy a value added tax (VAT) on the items you buy. In some
places, if you ship your purchases home, the VAT can be waived. Other places may
require you to pay the VAT, but have a system to refund it to you by mail. Ask the store
clerk for an application to apply for the refund. The VAT refund is only for items you
can ship or carry with you. It does not apply to food, hotel bills, or other services.
Because the rules for VAT refunds vary from country to country, check with the
country’s tourist office to learn the local requirements.
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Be careful of the items you buy. Some items made from animals or plants, especially if
made from endangered species, and many species of live animals cannot be brought into
the U.S. legally. Your wildlife souvenirs could be confiscated by Government inspectors,
and you could face penalties for attempting to bring them home. Also beware of
purchasing glazed ceramic ware abroad for other than purely decorative purposes. If you
consume food or beverages from improperly glazed ceramics there is a possibility of
suffering from lead poisoning.

Some countries consider antiques to be national treasures. In some countries, customs
authorities seize illegally purchased antiques without compensation and may also levy
fines on the purchaser. Travelers have been arrested and prosecuted for purchasing
antiques. Travelers have even been arrested for purchasing reproductions of antiques
from street vendors because a local authority believed the purchase was an authentic
antique. In countries where antiques are important, protect yourself by documenting your
purchases as reproductions if that is the case, or if they are authentic, secure the necessary
export permit.

Keep all receipts for items that you buy while traveling abroad. They will be helpful in
filling out your U.S. customs declaration when you return.

LOCAL LAWS

The rights an American enjoys in this country do not travel abroad. Each country is
sovereign and its laws apply to everyone who enters regardless of nationality. In many
countries laws are similar to those in the U.S. However, laws in other countries may

differ significantly. What may be legal or only a minor offense in the U.S. may be a
major offense elsewhere.

In some countries individuals are prohibited from making derogatory comments about the
government or its leaders. Certain countries have very strict laws about the possession
and use of alcohol. Some countries do not distinguish between possession and trafficking

of drugs. Many countries have mandatory sentences even for possession of a small
amount of marijuana or cocaine.

Firearms, even those legally registered in the U.S., cannot be brought into a country
unless a permit is first obtained from the embassy or a consulate of that country and the
firearm is registered with foreign authorities on arrival. If you take firearms or
ammunition to another country, you cannot bring them back into the U.S. unless you
register them with U.S. Customs before you leave home.
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Some countries are particularly sensitive about photographs. In general, refrain from
photographing police and military installations and personnel; industrial structures
including harbor, rail, and airport facilities; border areas; and scenes of civil disorder or
other public disturbance.

Remember that when you leave the U.S., you are subject to the laws of the country where
you are. Few countries provide a jury trial. Most countries do not accept bail. Pretrial
detention often in solitary confinement may last months. Prisons may lack even minimal
comforts such as a bed, toilet, or wash basin. Diets are often inadequate and require
supplements from family or friends. Officials may not speak English. Physical abuse,

confiscation of personal property, degrading or inhumane treatment, and extortion are
possible.

The U.S. Government cannot get Americans released from foreign jails. When alerted,
U.S. officials will visit you, advise you of your rights according to local laws, and contact
your family or employer if you wish. They will do whatever they can to protect your
legitimate interests and to ensure you are not discriminated against under local law.
Consuls can transfer money, food, and clothing to the prison authorities from your family
or friends. They will try to get relief if you are held under inhumane or unhealthy
conditions or treated less favorably than others in your same situation.

PERSONAL SAFETY

On the Street

Use the same common sense traveling overseas that you would at home. Be especially
cautious or avoid areas where you are likely to be victimized. Do not use short cuts,
narrow alleys, or poorly lit streets. Avoid going out alone at night. Do not wander into
areas that you would avoid if you were at home, such as dark alleys, hostile areas, etc.

Avoid public demonstrations and civil disturbances. Keep a low profile and avoid loud
conversations or arguments. Do not discuss your travel plans or any other personal
matters with strangers. Try to seem purposeful when you move about. Even if you are
lost, act as if you know where you are going. When possible, ask directions only from

individuals in authority. Learn how to use a pay telephone and have the proper change or
token on hand.

Try to learn a few phrases in the local language that will enable you to call for emergency
assistance. Also, carry emergency phone numbers with you, including the number of the.
nearest American embassy or consulate.
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Avoid scam artists. Beware of strangers who approach you, offering bargains or to be
your guide. Beware of pickpockets. They often have an accomplice who will jostle you,
ask for directions or the time, point to something spilled on your clothing, or distract you
by creating a disturbance. A child or even a woman carrying a baby can be a pickpocket.
Beware of groups of children who create a distraction while picking your pocket.

If you are confronted, don’t fight. Give up your valuables. Your money and passport can
be replaced, but you cannot.

In the Hotel

Upon arrival at your hotel or temporary place of residence note emergency exits and have
an exit plan in mind in the event of a fire or other emergency. Attempt to get a room on
the second through seventh floors; above easy access by thieves, but low enough to be
reached by fire equipment. Read the fire safety instructions in your hotel room. Know
how to report a fire. Note the uniforms for hotel security and other hotel employees.

Be aware that foreign intelligence and security services sometimes search rooms; steal,
photograph, or photocopy documents; download information from laptop computers; tap
telephones; and/or install concealed listening devices. Never admit strangers into your
room, no matter how plausible their story. Keep your hotel door locked at all times.
Meet any visitors in the lobby. Do not leave any valuables in your hotel room while you
are out; use the hotel safe.

Using Public Transportation

Use taxis that are clearly identified with official markings. Beware of unmarked cabs.
Robbery of passengers on trains is most common at night and especially on overnight
trains. Do not accept food or drink from strangers. Lock your compartment if possible.
If you must sleep in an unlocked and unprotected area, tie down your luggage, strap your
valuables to you, and sleep on top of them as much as possible. Do not be afraid to alert
authorities if you feel threatened in any way.

Use the same kind of caution on buses as you would on a train.

While Driving

If you rent a car, do not go for the exotic or flashy models. Choose a type commonly
available locally. If possible, ask that markings identifying it as a rental car be removed.
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Be sure the car is in good repair with universal door locks and power windows which
give the driver better control of access to the car. An air conditioner is also a safety
feature which allows you to drive with the windows closed.

Keep windows closed and doors locked. Do not leave valuables in the car. Never pick
up hitchhikers. Do not get out of the car if you are uncomfortable with the area or if there
are suspicious looking individuals nearby.

In some places, victimization of motorists has been refined to an art. Carjackers and
thieves operate at gas stations, parking lots, in city traffic, and along the highway. Be
suspicious of anyone who tries to get your attention when you are in or near the car.

In some areas, criminals use ingenious ploys. They may offer help, flag you down and
ask for assistance or even try to drive you off the road or cause an accident. In other
areas, criminals do not even waste time on ploys; they simply smash car windows at
traffic lights, grab your valuables or your car, and get away. Defensive driving has come
to mean more than avoiding accidents, it also means keeping an eye out for potential
criminals on foot, on cycles, or on scooters.

Drive carefully. Some countries deal harshly with foreigners who are involved in traffic
incidents. In some cases, drivers can be detained in jail while accidents are being
investigated. Some countries impose fines for speeding that are payable on the spot.
Some countries do not recognize U.S. drivers’ licenses and only accept international
dnvers’ licenses.

SECTION IV

TERRORISM AND INTELLIGENCE TARGETING
Terrorism

There are periods of time that terrorism may not seem to be a threat in a certain country,
however, terrorist acts occur randomly and with unpredictably. The first and best
protection is to avoid travel to unsafe areas where there has been a persistent record of
terrorist attacks or kidnappings. The U.S. Department of State establishes Consular
Information Sheets and Travel Warnings on current travel conditions in foreign countries.

Current information may be obtained at www.travel.state.gov. or you can call
202-647-5225.

Before you travel, discuss with your family what they should do in the event of an
emergency. Make sure that your affairs are in order before you leave home. If you leave
a current will, insurance documents, and power of attomey with your family or a friend,
you can feel secure about traveling and will be prepared for any emergency that may
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arise while you are away. Find out if your personal property insurance covers you for
loss or theft abroad. More important, check if your health insurance covers you abroad.

Make sure your plan includes medical evacuation in the event of an accident or serious
illness.

Just as a car thief will be attracted to an unlocked car with the key in the ignition,
terrorists are looking for defenseless, easily accessible targets who follow predictable
patterns. Try to schedule direct flights if possible. Minimize the time you spend in
public areas at the airport; move quickly through the immigration and baggage claim
areas. Do not browse or delay in the terminal area. Maintain a low profile and avoid
actions that identify you as an American or someone who is wealthy or important.

Never leave your baggage unattended in airline terminals. Be observant, and if you see
unattended or abandoned packages, briefcases, or baggage, leave the area promptly and
report them to airport security or other authorities.

Never accept anything from strangers that they ask you to carry for them or deliver to
someone residing in the U.S. This kind of request is sometimes used by intelligence
operatives to entrap people by getting them to accept illegal items and are also used by
criminals trying to smuggle goods into America.

If you travel by automobile, keep in mind that the majority of terrorist incidents are
perpetrated against individuals while traveling in this manner. If you travel by taxi,
choose your own cab at random. Do not ever take a vehicle that is not clearly identified
as an official taxicab. Compare the face of the driver with the one posted on the license.
If possible, travel with others.

If you are ever in a situation where somebody starts shooting, drop to the floor or get
down as low as possible. Do not move until you are sure all danger has passed. Do not
attempt to help rescuers, and do not pick up a weapon. Try to shield yourself behind or
under a solid object and if you must move, crawl on your stomach

If you ever find yourself in a hostage situation, remember that the most dangerous phases
of a hijacking or hostage situation are the beginning and, if there is a rescue attempt, at
the end. It is extremely important that you remain calm and manage your own behavior.
Avoid resistance and any sudden or threatening movements. Do not struggle or try to
escape.” Try to remain inconspicuous and avoid eye contact or the appearance of
observing the captors’ actions or appearance. Put yourself in a mode of passive
cooperation, and always comply with all orders and instructions. Breathe deeply and
prepare yourself mentally, physically, and emotionally for the possibility of a long ordeal
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If you are involved in a lengthy situation maintain your sense of personal dignity and
gradually increase your requests for personal comforts. Make any requests in a
reasonable low-key manner. Do not be afraid to ask for anything you need or want, like
medicines, books, pencils, papers, etc. Try to establish a rapport with your captors, but
avoid any political discussions or other confrontational subjects. Eat whatever they give
you, even if it does not look appetizing.

If questioned, keep your answers short and do not volunteer information. Talk normally,
do not complain or get belligerent. Do not try to be a hero! Remember that you are a
valuable commodity to your captors. It is important to them to keep you alive and well.

Intelligence Targeting

Dramatic geopolitical changes in the past few years have reshaped the threat posed to the
United States by foreign intelligence services. Many foreign intelligence services today
place a greater emphasis on the overt collection of information through unclassified
sources. Usually, any intelligence activities directed against you will be conducted in an
unobtrusive and non-threatening fashion. Many intelligence activities are conducted
without the target even being aware of them. Common sense and basic
counterintelligence awareness can effectively protect you against foreign attempts to
collect sensitive, proprietary or other privileged information. Even a limited amount of
information, classified or not, combined with information from other sources may give an
advantage to foreign intelligence services.

Be careful what you discuss with strangers or what others, may overhear even in your
own hotel room, which could have listening devices installed. Never use computer,
facsimile, telex, or telephone equipment at foreign hotels or business centers for sensitive
information. Keep sensitive material until it can be disposed of securely. Burn or shred
paper and cut floppy disks in pieces to eliminate them. Keep your personal computer as
carry-on baggage; never check it with other luggage.

If you suspect that a representative of a foreign intelligence service has approached you,
report the details to your Security Office upon your return. If you decide that the contact
should be reported immediately, report it to the Regional Security Officer or Post

Secunty Officer at the nearest U.S. diplomatic facility and to your Security Office upon
your return.

It is extremely important that you remain aware of what is going on around you. You are
expected to report to your Security Office any observations you make or any information
that you receive that would suggest that a foreign power may have knowledge of any
U.S. national security information. The early identification and reporting of suspected

foreign intelligence activities can help detect and neutralize a foreign intelligence
operation.
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