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Figure 11. Open-Loop,Unweighted Input Pin Faults
(Invert Faults Excluded)
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l
Figure ,12. Open-Loop, Unweighted Output Pin Faults

(Invert Faults Excluded)

a

4.53% UNDETECTED

0.0

a I I

r:.J -l-LlLLt:L-LLL----r---

1000.0
----I~------.--I------_r_·-----~

2000.0 3000.0 4000.0 5000.0
T11"IE (MSECJ

52



Figure 13. Open-Loop, Unweighted Invert "Faults
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Figure 14. All Open-Loop, Unweighted Faults (Invert Faults Included)
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Figure 15. All Open-Loop, Weighted Faults (Invert Faults Excluded)
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Figure 16. Closed-Loop, Unweighted Altitude Hold Faults
(Invert Faults Excluded)
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Figure 17. Closed-Loop, Unweighted Climb Faults
(Invert Faults Excluded)
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Figure 18. Closed-Loop, Unweighted Turn Faults
(Invert Faults Excluded)
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Figure 19. Closed-Loop, Unweighted Localizer Capture Faults
(Invert Faults Excluded)
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Figure 20. Closed-Loop, Unweighted Glideslope Capture Faults
(Invert Faults Excluded)
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Figure 21. Closed-Loop, Unweighted Glideslope Track Faults
(Invert Faults Excluded)
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8.0 COMPARISON WITH PREVIOUS FAULT INJECTION EXPERIMENTS

Test Ground Rules/Procedures/Test Conditions

1) Target Hardware

Bendix:
CSDL:
FIlS:

Bendix BDX-930 digital processor.
FTMP, which included the CAPS-6 digital processor.
CAPS-6 digital processor.

2) Simulation Technique

Bendix: The processor was simulated in software at the gate-level
and faults were injected at gate nodes.

CSDL: Faults were injected into the real hardware, at the pin-
level.

FIlS: Faults were injected into the real hardware, at the pin-
level.

3) Sensor Inputs

Bendix: Sensor inputs were selected at random at the start of each
frame.

CSDL: Sensor inputs were normal sensor values, obtained from a
simulated airframe.

FIlS: Sensor inputs were constant in the open-loop scenario and
normal sensor values, obtained from a simulated airframe,
in the closed-loop scenarios.

4) Fault Detection

Bendix: Faults were defined as "detected" if they produced an
error in a computed output.

CSDL: Faults were detected by the Bus Guardian Units
(comparators) and by background self-test programs.

FIlS: During the FCS experiments, faults were detected by
software and hardware comparators. Background self-test
was disconnected.

5) Types of Faults

Bendix: Permanent S-a-O/S-a-l. Weighted faults, only. Faults
inj ected, one at a time.

CSDL: Permanent S-a-O/S-a-l. Unweighted faults, only. Faults
injected, one at a time.

FIlS: Permanent S-a-O/S-a-l and invert. Weighted and unweighted
faults. Faults injected, one at a time.
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6) I/O Hardware

Bendix:
eSDL:
FIlS:

Analog I/O hardware was not simulated.
Faults were not injected in the analog I/O hardware.
Faults were not injected in the analog I/O hardware.

7) Failure Detection Hardware

Bendix:
CSDL:
FIIS:

Not simulated; no faults injected.
Faults were injected in the BGUs.
No faults injected.

8) Termination of an Undetected Fault Run

Bendix:
CSDL:
FIlS:

After eight repetitions.
After 15 seconds of real time.
After 15 seconds of real time.

9) Identification of Undetected Faults

Bendix:

eSDL:
FIlS:

Faults were not individually identified. Although several
software programs were executed, in addition to the FeS,
it was never determined what proportion of faults,
undetected by one program, would be detected by another.
No information was given.
Faults were individually identified. A fault, which was
undetected while executing the inner-loops, was
successively injected while executing each outer-loop
program. Thus, it was possible to determine the latency
of the same fault for different software programs.

10) Length of FCS Program

Bendix:
CSDL:
FIIS:

2200 assembly language instructions.
Data not given.
11,000 assembly language instructions.

11) Length of Self-Test Program

Bendix:
eSDL:
FIlS:

Test Results

346 assembly language instructions
Data not given.
Approximately 500 assembly language instructions.

1) FCS Detection Coverage of Stuck-At Faults

Bendix: 86.5% of gate-level faults
were detected, based on 148
9% of memory bit-faults were
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CSDL:

FIlS:

3637 out of 21,055 faults were undetected (17.3%). Of
these, approximately 3000 were definitely identified as
"don't cares." Assuming, conservatively, that the
remaining 637 were "care" faults, then pin-level coverage
was' 97%. Of the detected faults, between 2% and 4%
required background self-test for their detection .
97% were detected in the open-loop scenario and 98%, in
the combined open-loop and closed-loop scenarios, based on
2549 injected, "care" faults.

2) FCS Detection Coverage of Invert Faults

Bendix:
CSDL:
FIlS:

Invert faults were not
Invert faults were not
Unweighted, open-loop
versus 4.37% stuck-ats.

simulated.
simulated.
faults: 1.71% undetected inverts

3) FCS Detection Coverage of 290lA Faults

Bendix:

CSDL:
FIlS:

88% of gate-level faults were detected, based on 52
injected "care" faults.
Data not given.
100% detection, based on 423 injected "care" faults.

4) Time to Detect Faults

Bendix: Most detected faults were detected within 800ms of their
occurrence.

CSDL: Most detected faults were detected within 600ms of their
occurrence.

FIlS: Most detected faults were detected within 500ms of their
occurrence; a few faults required up to 6.5 seconds for
detection.

5) Self-Test Coverage

Bendix:

CSDL:
FIlS:

97.4% of gate-level faults (excluding memory bit-faults)
detected, based on 2234 injected "care" faults. 92% of
all gate-level faults were detected, based on 2534
injected "care" faults. 97.6% of pin-level faults were
detected, based on 376 injected "care" faults.
Data not given.
100% detected, based on 1687 injected "care" faults.

6) "Don't Care" Faults

Bendix:

CSDL:

FIlS:

15.5% of all gate-level faults were "don't cares". When
memory bits were excluded, 7.2% of gate-level faults were
"don't cares". 6% of pin-level were "don't cares".
Possibly as much as 17.3% of pin-level faults were "don't
cares".
6.11% of pin-level faults were "don't cares".
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9.0 SUMMARY AND CONCLUSIONS OF FIlS EXPERIMENTS

When FIlS results are cited, they refer to unweighted faults with invert
faults excluded. '

9.1 FAULT DETECTION

1) Most detected faults are detected within a few computational
frames of their occurrence, e.g., 10 frames = 500ms. [This
corroborates the results of previous studies, e.g., Bendix and
Draper. ]

2) Faults are activated (i.e.,
operating software and not
evidenced by the high coverage

produce errors) primarily
by varying sensor inputs,

in the open-loop scenario.

by
as

3) Most faults are activated by the baseline software (96.3%)
[these are alpha-faults in the single-fault model. This
coverage is considerably better than the Bendix study indicated,
which is not surprising considering that the Bendix FCS program
was 2200 words whereas the open-loop program was 11,000 words.]

4) A small proportion of open-loop detected faults are detected
between 1 and 6.5 seconds (0.3%). [These are alpha-faults with
long latency times in the single-fault model.]

5) A small proportion of faults are not activated by the baseline
program but are activated by an auxiliary program (1.3%).
[These are beta-faults in the single-fault model. This
important observation was made possible because a) individual
faults were identified in the experiments and b) auxiliary
software programs were part of the operating software. This
observation is important in constructing a single-fault model.]

6) A small proportion of faults are not activated by either the
baseline or auxiliary programs (2.4%). [These faults could
accumulate and, if eventually activated, could result in a near­
simultaneous loss of lanes. Preflight or background self-test
is an effective way to detect these faults.]

7) Faults which are activated by the
errors at a somewhat higher rate
autopilot modes (and not activated by

baseline program produce
than faults activated by
the baseline program).

8) Detection statistics for weighted and unweighted faults are
similar, e.g., 96.51%, open-loop, weighted versus 95.63%, open­
loop, unweighted. [A surprising result since the failure
rate/pin differs widely over the devices of the caps-6
computer. ]
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9) Invert faults are less latent than stuck-ats, e.g., for
unweighted, open-loop faults, 1.71% undetected inverts versus
4.37% undetected stuck-ats.

10) Micromemory and 290la faults are 100% detected. [Not surpr1s1ng
since pin-level stuck-at faults on these devices are not very
latent. ]

11) Detection of input versus output pin faults is approximately the
same. [It was expected that input pin faults would be more
latent than output pin faults. However, since output faults
are, effectively, input faults of downstream devices, the
difference in latency is probably not significant when tandem
devices are involved.]

12) Self test coverage is 100%. [Impressive, even at the pin-level,
especially for a 500 word program. The self test designer was
obviously well-acquainted with the hardware.]

13) 6.11% of all faults were "don't cares." [This is consistent
with Bendix's results, which estimated 7% at the pin-level. The
relatively large number of "don't cares" and the uncertainty and
difficulty in identifying them precludes accurate estimates of
detection coverage, i.e., the statistical uncertainty is at
least several percent.]

14) FIlS test results generally corroborate the results of the
Bendix and CSDL studies. This is surpr1z1ng considering the
dissimilarity of input sensor selection, computer architecture
and operational software between the three studies.

15) The validity of the FIlS approach hinges on the validity of pin­
level fault models. Until this issue is resolved the results of
the FIlS and previous experiments must be considered tenatative.
However, the results can be used as a relative measure of fault
detection capability.

16) The FIlS results provide a good basis for the construction of a
single-fault model, e.g. I identification of key states and
order-of-magnitude transition rates. This is the most
significant output of the experiments. The next logical step is
the construction of multiple-fault models and reliability
parameter sensitivity studies.

17) The FIlS approach to fault latency and coverage estimation is
relatively inexpensive compared with a software simulation
approach. For example, it required only 4 man weeks to perform
the FIlS experiments. This assumes that the FIlS fault
injection hardware and recording equipment is already in place.
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18) The FIlS methodology was thoroughly tested
FIlS performance was impressive, especially
areas:

a) Fault Generation Capability

during the study.
in the following

Although only S-a-O, S-a-l and invert faults were
injected, FIlS provided the capability of simulating a
wide variety of fault types, under software control.

b) Ease of Use

Injecting faults and recording data was tedious but
relatively simple after the initial set-up.

c) Fidelity

Since faults were injected into real hardware there
was never any question about the fidelity of the
experiments nor was there a need to validate the
simulation.

d) Speed

All of the FIlS experiments were run in real time. As
a consequence, it was possible and practicable to
determine detection coverage over long periods of time
and while executing a variety of software programs.

9.2 Single-Fault Model Assessment

The results of the FIlS experiments confirmed the structure of the
single-fault model, at least to the level of detail it was intended to
represent. It was definitely confirmed that the transitions from active
fault states are extremely fast relative to the rate of failure
occurrences. As a consequence, these rates can be approximated by
constants, as shown in (Reference 11). If, in addition, the transitions
between benign and active states can also be approximated by constants,
then a markov model results. This greatly simplifies the single-fault
model.

On the basis of results from the Bendix, CSDL and FIlS experiments we
can obtain order-of-magnitude estimates of the parameters of the single­
fault model.

The parameter, pl

pl = proportion of alpha-faults.

From Table 10, .9625<pl<.9783.
From Bendix, .85<pl.
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The Parameter, p2

p2 = proportion of beta-faults active at their occurrence,

This parameter cannot be determined from fault injection experiments. A
conservative estimate would be p2=0.

The Parameter, p3

p3 = proportion of beta-faults benign at their occurrence.

Since p3=l-pl-p2 and p2=0, we obtain

1) .0216< p3<.0373 (FIlS) and
2) p3<.15 (Bendix).

The Parameters, eo, eB

The histograms show that most alpha-faults are detected within 500 ms of
their occurrence and that active beta-faults tend to produce errors over
longer time intervals, e.g., up to 4 sec. Thus,

eo >
e~ >

7200/hour
900/hour

The Parameter, 9

q - proportion of auxiliary programs that activate a benign fault.

This parameter could not be obtained since the auxiliary programs used
in the experiments were only a subset of the autopilot modes. However,
preliminary (and conservative) estimates of survivability can be
obtained by assuming that there is only one auxiliary software program,
in which case q = 1.

The Parameter, as

as = rate at which auxiliary programs are brought on-line.

This parameter is determined by the operational scenarios
cannot be determined by fault injection experiments.
range of as is .0l/hour<as<10/hour.

The Parameter. lids

lids = average duration of an auxiliary program.

of the FCS and
The estimated

This parameter is also determined by the operational scenarios of the
FCS. The estimated range of lids is .01 hour<l/ds<l hour.
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The Parameter, A

A = failure rate of an FCS lane.

The current range' of A values is . OOl/hour<A<.OOOl/hour.

9.3 PROBLEM AREAS

The only serious problem encountered during the experiments was the
extreme sensitivity of some devices to being placed on the extender
board. The associated module of such a device would not function
correctly in the presence of an intervening pair of field effect
transistors (FETS) and would immediately trigger a comparator alarm. No
data was acquired on these sensitive pins. The following devices would
not operate correctly on the extender board:

54LS74 D Flip Flop
54LS174 D Flip Flop
54LSl75 D Flip Flop
54LS377 D Flip Flop
54LSl61 Bit Counter
54LS194 Shift Register
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10.0 RECOMMENDED FUTURE STUDIES

Although the FIlS, Bendix and CSDL studies have contributed
significantly to our understanding of fault, error and detection
dynamics, a numbe'r of important issues connected with FCS survivability
assessment remain unresolved. These issues have already been identified
in Section 4.2. In order to resolve some of these issues the following
studies are recommended:

1. Failure Modes of Digital Devices

Previous fault injection experiments have employed stuck-at
faults either on device pins or internal gate nodes. It remains
to be determined to what extent stuck-at faults represent failure
modes of real devices (Reference 8). A determination of real
failure mode data is required.

2. Pin-Level Versus Gate-Level Faults

Until actual failure mode data becomes available, experimenters
will, no . doubt, continue to inject pin-level and gate-level
stuck-at faults. The Bendix study indicated a significant
difference between pin-level and gate-level detection coverage.
At issue is the validity of either fault type and the extent to
which one is more or less latent than the other.

3. Single-Fault Model Incorporating Intermittent/Transient Faults

The strawman single-fault model of Section 4.3
adequate for permanent faults. The model should
include intermittent/transient faults. Estimates
duration and reoccurrence rates are required.

4. Multiple-Fault Models

appears to be
be extended to
of occurrence,

In order to perform
essential to model
multiple-fault model

a reliability assessment of an FCS it is
multiple fault effects. The rudimentary
of Figure 2 is a good starting point.

5. Reliability/Survivability Assessment of an FCS

The FIlS, Bendix and CSDL studies have provided a database of
fault, error and detection dynamics, at least for permanent
faults. It now remains to use this data (augmented, if possible,
by intermittent/transient fault data) to assess the reliabilty/
survivability of an FCS. A reliability parameter sensitivity
study is needed in order to a) identify critical ranges of single
and multiple-fault model parameters and b) determine inflight,
preflight and maintenance test coverage required to reduce latent
faults to acceptable levels.
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APPENDIX A

CAPS 6 Components

* FR Failure Rate, PPMH; Mil 217D, Airborne, Inhabited Transport

I, CArS 6 Data Path Card

Device

Processor (ALU)
290lA

Pins/
Component Device

U14,U15,U17,U18 40

Total
Pins

160

FR/
Device

.5792

Total FR

2.3168

Program Counter LSB Mux
54LS253 US

Carry Input Sel, Mux
54LS253 UB

Processor Address Sel, Mux
54LS253 U9,U10
54LS257 Ull

16

16

16
16

16

16

32
16

,1177

.1177

.1177

.0886

.1177

.1177

.2354

.0886

Shift/Rotate Mux
54LS253

Data Sel, Mux
54LS253
54LS257

Status Register
54LS377

U2,U3 16

U2l,U22,U23,U28 16
U29,U36 16

U12 20

32

64
32

20

,1177

,1177
.0886

,4258

,2354

.4708

.1772

,4258

Instruction Register
54LS377 U19,U20

Instruction Syllable Sel, Mux
54LS257 U30,U35

20

16

40

32

,4258

.0886

.8516

.1772

Address Select Mux
54LS257 U32,U33,U34,U37 16 64 .0886 .3544

Stack Vector Register
54LS194 U4 16

A-1
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Pins! Total FR!
Device Component Device Pins Device Total FR

Look-Ahead Carry
54LS182 . Ul3 16 16 .0932 .0932

Loop Counter
54LS1.63 U3l 16 16 .1249 .1249

Data Bus Transceiver
7835 U38. U39. U40. U4l 16 64 .1892 .7568

Interrupt Controller
2914 U16 40 40 .5792 .5792

Total FR = 7.24
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II, CAPS 6 Control Card

Pins/ Total FR/
Device Component Device Pins Device Total FR

Instruction Mapper Prom
HM7643 Ul, U7, U13 16 48 .1899 .5697

Control Store Memory
HM7643 U3 ,U4 ,U5 , U6 ,U9 ,

U10,U11,U12,U17,
U18 16 160 .1899 1.899

Next Address Control Prom
HM7603 U8 16 16 .1014 .1014

Transfer Bus Address Register
54LS377 U40,U42 20 40 .4258 ,8516

Control Registers
54LS377 U24,U25 20 40 .4258 ,8516
54LS174 U21 ,U23 16 32 ,3117 .6234
29LS18 U30,U31,U32 16 48 .1024 .3072

Transfer Bus Access Control Registers
54LS175 U22 16 16 .2983 ,2983

Interrupt Decoder
54LS138 U33 16 16 .2870 ,2870

Control Register Decoder
54LS138 U46 16 16 .2870 .2870

Microprogram Sequencer
2911 U14,U15,U16 20 60 .4258 1.2774

Clock/Control Logic Register
54LS175 U34 16 16 .2983 .2983

Clock/Control Logic D FFs
54LS74 U20A,U20B,U27B

U29A,U39B 8 40 .0519 .2595

Transfer Bus Acquisition Logic D FFs
54LS74 U29B,U39A 8 16 .0519 ,1038

Transfer Bus Address Transceiver
7835 U47, U48, U49, U50 16 64 .1892 .7568

Total FR = 8.772
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APPENDIX B

Fault Weighting

In the computatioh of detection coverage each fault was weighted in
proportion to the failure rate of its associated device. Thus, pins of
devices with large failure rates were given greater weight than pins of
devices with smaller failure rates. The relative weighting of each pin
is given in the following table. The FR/Pin was obtained by dividing
the failure rate of the device by the number of pins.

Device FR/Pin Number of Eguiva1ent Faults/Pin

2911 .0213 213
54LS377 .0213 213
54LS174 .0195 195
54LS175 .0186 186
54LS138 .0179 179
2901A .01448 145
HM7643 .01187 119
7835 .01183 118
54LS163 .00781 78
54LS253 .00736 74
54LS194 .00726 73
54LS74 .0065 65
29LS18 .0064 64
HM7603 .00634 63
54LS182 .00583 58
54LS257 .00554 55

When constructing latency histograms or when estimating coverage, each
fault was assumed to be representative of a larger set, the number being
equal to the "number of equivalent faults/pin." Thus, for example, if a
pin fault of 2911 is detected, it will be counted as though 213 faults
were detected (and injected).
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