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FOREWORD

PURPOSE. This handbook has been prepared to provide agency personnel
guidance and direction in the specifying of reliability requirements
and programs in procurement documents. It is intended to supplement
and amplify the requirements of FAA Specification, ''Reliability
Program Plans and Procedural Requirements for Electronic and Associated
Support Equipment.' The Handbook presents general background informa-
tion relative to reliability concepts and a reliability program. It
provides guidance to FAA personnel in establishing reliability
requirements in specifications and procurement documents.

Lastly, it provides the contractor with guidance in accomplishing

the elements of the required reliability program.

CANCELLATION. None applicable.

CHANGES. Changes will be made to this document whenever there are a

sufficient quantity of modifications or changes manifested in

reliability and/or quality assurance technologies or in procurement
procedures or types.

BACKGROUND. This Handbook is intended to support FAA Specification,

"Reliability Program Plans and Procedural Requirements for Electronic

and Associated Support Equipment.'" Specifically, Handbook Chapter 3
relates each paragraph of the FAA Specification to the Handbook
paragraph providing instructions and guidance for accomplishing that
reliability program element. Additionally, in the Handbook
instructional text, each Handbook paragraph indicates the Specification
paragraphs the former is intended to support.
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CHAPTER 1. GENERAL

SECTION_ 1. INTRODUCTION

PURPOSE AND_SCOPE_OF_ HANDBOOK. The Handbook contains
the guidance to fulfill the reliability-pertinent
requirements imposed in a procurement. More specifi-
cally, the Handbook tells the contractor how to go about
accomplishing the elements of a reliability program, as
specified from the FAA Specification, RELIABILITY
PROGRAM REQUIREMENTS FOR ELECTRONIC AND ASSOCIATED
SUPPORT EQUIPMENT. The FAA is given guidance and
direction in establishing reliability performance
requirements, the required reliability program, required
documentation and testing requirements. The Handbook
will also be used as a guide for FAA program monitors at
the contractort's facility.

a. oOrganization of Text. The body of the Handbook is
divided into three distinct chapters. A brief
description of their contents is given in the
following sub-paragraphs.

(1) Chapter_ 1. General. This first chapter presents
general background concepts. Reference material
and information is given in Appendix 4.

(2) Chapter 2. FAA_Reliability Tasks_in Procure-
ments. The first part of this chapter presents
‘an approach for the FAA to use in establishing
Reliability Goals and Requirements. Next is a
discussion of the FAA Tasks involved in
establishing the equipment specification and/or
procurement documentation. Finally, the chapter
discusses the FAA monitoring, participation, and .
support of the active Contract Reliability
Program.

(3) Chapter 3. Instructions for Contractor
Implementation of Required Program. This
chapter gives the instructions required for the
implementation and/or accomplishment of the
elements of the required reliability program.
specifically, guidance is given for: (a)
‘Reliability Program Management; (b) Reliability
Engineering and Analysis Tasks; (c) Design
Reviews and Design control; (d) Reliability
Testing; (e) Failure Data Collection, Analysis,
and Corrective Action; and (f) Fulfillment of
the Documentation Requirements. '

Page 1



b. Appendices. Four Appendices are provided with the
Reliability Handbook. The first is a GLOSSARY
giving a list of pertinent abbreviations,
definitions, and symbols. The second appendix is on
COMPUTER PROGRAMS; and, it gives a listing, with -
description, of time-share computer programs
available for application to reliability analysis
tasks. The third appendix, DELIVERABLE DATA ITEM
DESCRIPTIONS, gives the full Data Item Descriptions
for thirteen standard Data Items specific to the
documentation and/or data for a Reliability Program.
The fourth and last appendix contains reference
documents and services listings.

ESTABLISHMENT OF THZ REQUIRED RELIABILITY PROGRAM. The
required reliability program will be specified by
imposing specific paragraphs of the FAA Specification,
RELIABILITY PROGRAM REQUIREMENTS FOR ELECTRONIC AND
ASSOCIATED EQUIPMENT. Five standard reliability

‘programs are so tabulated in Table 1, wherein an

asterisk indicates that the specification paragraph is
imposed. A "stardard"™ program is then imposed by simply
specifying the identifying number of the Reliability
Program as listed in paragraph 3.3.2.3 of the
aforementioned specification, and tabulated in Table 1.

a. Selection of a_sStandard Reliability Program. As
‘listed in Table 1 and the FAA Specification, the
standard reliability programs are suitable for
application to study Contracts, Developmental
Equipments, Prototype (preproduction) models, and
Production Model Contracts. The following
paragraphs define the basic reliability effort
required for each of these contract types and the
applicable standard program(s) .

(1) Study Contracts.These contracts They are
concerned with the study of concepts, probable
design details and/or existing equipment
configurations. Standard Reliability Program
(1) is applicable to the design study effort.
No hardware end item is anticipated.

(2) Development Model Contract.In the development

- model effort, the basic reliability effort is
directed to the evaluation of design concepts or
approaches. The two basic end goals for the
reliability program are an analytical evaluation
of the achieved reliability; and an assessment
of the reliability potential for the production

model. Standard Reliability Program (2), of

Page 2



(3)

4)

Table 1, is the applicable program for this
effort.

.The_Prototype_ (Preproduction) Model. In the

prototype or preproduction effort, designs de-
velop into essentially final form; and final
parts are selected. The basic reliability
effort is now directed to part selection and
application; detail design support; reliability
allocations and detail assessment; and,
normally, a program of reliability testing and
demonstration. Standard Reliability Program (3)
is designed to provide a adequate reliability
program for the average prototype effort. Where
the effort involves either a high risk of
accomplishment or low risk of accomplishment of
the reliability requirements causes a
modification of standard program as indicated
above.

The Production Model Contract.In the production
model contract, the primary goal of the relia-
bility effort is to assure that the "designed-
in" reliability is not degraded by the
production process. The reliability program is
therefore concerned with process, parts,
materials, and design change monitoring and
control. However, there are significant
differences in required effort between the pure
reprocurement and the initial production.

(a) A_reprocurement with modifications (allowed
and/or required) requires that reliability
moriitoring and control be increased to
ensure that the modifications do not degrade
reliability. Standard Reliability Program
(4) is suitable for the reprocurement with
moderate modifications. (Extensive
modifications would require treatment as an
initial production contract.)

(b) The_initial production_contract requires a
full monitoring and control of process and
all changes. Normally, a demonstration test
of some level is also imposed. Standard
Reliability Program (5) fulfills the
requirements for a reliability program on
the initial production of equipment with a
reliability performance requirement.

Page 3



(5) Summary of sStandard Reliability Programs
Aggllcab111_x. The following tabulation summ-

arizes the contract applicability of the
Standard Reliability Programs given in Table 1.

(a) standard Reliability Program (1). Design
Study.

(b) Standard Reliability Program_(2).
Development Model Equipment Contract.

(c) Standard Reliability Program_(3). Prototype
(preproduction) Equipment Contract, with
" moderate risk of accomplishing the required
reliability performance.

(d) standard reliability Program_ (4) . Reprocure-
ment Production Contract, with moderate
" modifications allowed and/or required.

(e) Standard Reliability Program_(5). Initial
Production Contract.

b. Non-Standard Reliability Program. The previous
indications, and tabulation, of Standard Reliability
Program applicability are not "required" use - they
indicate only "normal®" use of the Standard
Reliability Programs. Furthermore, in special
situations, none of the Standard Reliability
Programs may be suitable or desirable. 1In these
cases, the Standard Program should be modified as
required by adding or deleting specific paragraphs
of the FAA Specification, RELIABILITY PROGRAM
REQUIREMENTS FOR ELECTRONIC AND ASSOCIATED
EQUIPMENT. '

HANDBOOK_APPLICATION TO RELIABILITY PROGRAM
IMPLEMENTATION. As has been previously indicated, the
required reliability program will be specified by
imposing paragraphs of the FAA Specification,

" RELIABILITY PROGRAM REQUIREMENTS FOR ELECTRONIC AND

ASSOCIATED SUPPORT EQUIPMENT. Chapter 3 of this
Handbook provides the basic instructions and/or gu1dance
needed by the contractor to implement the required

‘reliability program and accomplish the required tasks.

Each of the instructional paragraphs of Chapter 3 is
cross-referenced to the pertinent paragraphs of the
above FAA Specification. Table 2 presents a summary
cross-reference relating the FAA Specification

Page U



paragraphs requiring instruction or guidance to the
pertinent Handbook paragraph.
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TABLE 1. REQUIRED RELIABILITY PROGRAMS

FAA Specification, RELIABILITY PROGRAM REQUIREMENTS

FOR ELECTRONIC AND ASSOCIATED SUPPORT EQUIPMENT Reliability Program A
Paragraph , Paragraph (1Y (2) (3) ) (9
Number. ' Heading
1.1 Scope : :
2.0 through 2.3, Applicable Documents %* ¥* * * *
3.1 through 3.3.2 (General) :
3.3.2.1 ) " Study Contracts *
3.3.2.2 Equipment Contracts . * * * *
3.3.2.2.1 Development Model *
3.3.2.2.2 Prétotype/Preproduction Model *
3.3.2.2.3 Production Model ; *- *
3.3.2.3, Specified‘Ptograms, * * * * *
3.4 through 3.4.1 Management
3.4.1.1, 3.4.1.2 . Program Plan, Rel. Interface Compatibility L .
3.4.1.3 ~ Reliability Program Control : } * * * * *
3.4.1.4 Supplier/Subcontractor Control * * * *
Notes:

A. The general applicability of such reliability program is:
(1) - Design Study

(2) - Developmental Model Equipment
(3) = Prototype/Preproduction Model
(4) = Production Model - Level 1

(5) - Production Model - Level 2
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-TABLE 1.

REQUIRED RELTABILITY PROGRAMS

FAA Specification, RELIABILITY PROGRAM REQUIREMENTS

FOR ELECTRONIC AND ASSOCIATED SUPPORT EQUIPMENT

Paragraph
Number

3.5.1.3.1.3
'3.5.173’._1.4
3.5.1:3.2
3.5.1.3.3

Notes:‘
A.

- Paragraph (1) (2) (3) " (&) (5) -
Heading -~

Supplier/Subcontractor Design Reviews, * %*
Program Rev1ews
Engineering, De51gn and Analy31s through * * * * *
Model Results Application
Reliability Apportionment * * *
"Reliability Predictions through _ * * % * *
Prediction Techniques
Similar Functlonal Equipment Rel. Prediction
Similar Card/Module/Assembly Equ1va1ent *
Reliability Prediction
Average Stress Reliability Prediction *
Detailed Stress Reliability Prediction * *
Failure Rate Sources/Justification : * % L
Use Environment for Predictions * * * *

The general applicability of such'reliability program is:

(1)
(2)
(3)
(4)
(55

Design Study
Developmental Model Equipment
Prototype/Preproduction Model
Production Model - Level 1

Production Model - Level

2

Reliabillty Program A
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FAA Specification, RELIABILITY PROGRAM REQUIREMENTS
FOR ELECTRONIC AND ASSOCIATED SUPPORT EQUIPMENT

Paragraph

Heading

Paragraph
. Number

3.5.1.3.4 through
3.5.1.3.4.3

3.5.1.3.4.4
3.5.1.3.4.5
3.5.1.3.4.6
3.5.1.3.5
3.5.1.4
3.5.1.4.1
3.5.1.4.2
3.5.1.4.3
3.5.1.4.4

Notes:

A.

TABLE 1. REQUIRED RELIABILITY PROGRAMS

Relfability Studies through
Ambient Temperature Variations

Part Reliability/Quality Classes:

Part Quality Control Programs

Reliability Cost !

Reliability Prediction Frequeﬁcy

Degradation Ahalysis

Parameter Variation Analysis Method
Worst-Case Analysis Method
Variance Analysis Method

Monte Carlo Simulation Method

(1) = Design Study
(2)
(3)
(4)
(5)

Developmental Model Equipment
Prototype/Preproduction Model
Production Model = Level 1
Production Model =~ Level 2 .-

(1

S

RIREEEROR

* *
*
*
*

~The general applicability of such reliability program is:
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FAA Spécification, RELIABILITY PROGRAM REQUIREMENTS
FOR ELECTRONIC AND ASSOCIATED SUPPORT EQUIPMENT

Paragraph
Number

3.5.1.5

3.5.4.1
3.5.4.2
3.5.5

Notes:

TABLE 1.

REQUIRED RELIABILITY PROGRAMS

Paragraph
Heading

Design Specification Inputs

Pafts]Materials/Process'Coﬁﬁrol through
Deratlng "Policy and Design Tolerance Vaiues

Ver1f1cat10n of Part Appllcatlon Stresses

Thermal”Analysis

Parts/Matérials/Process Application Review
through Suspect Item Deficiencies

Parts/Assemblies/Material Handling

Failure Mode, Effect Analysis (FMEA)

Functional Level FMEA
Circuit Level FMEA

Critical Items

(1) - Design Study

(2) - Developmental Model Equipment
(3) - Prototype/Preproduction Model
(4) - Production Model = Level 1
(5) - Production Model ~ Level 2

) Repevikiey Byosap &

x %
x kK %
* .

* k%

 The general appllcablllty of such re11ab111ty program is:
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TABLE 1. REQUIRED RELIABILITY PROGRAMS

FAA Specification, RELIABILITY PROGRAM REQUIREMENTS
FOR ELECTRONIC AND ASSOCIATED SUPPORT EQUIPMENT

Paragraph
Number

3.5.6
3.5.6.1
3.5.6.2
3.5.6.3
3.5.7

3.5.8

Notesi
A,

Paragraph (1)
Heading
Design Reviews *
Study Design Reviews *

Equipment Design Reviews
Design Tradeoffs )

Design Approval

'Effécts of Storage; Shelf-Life, Packaging,

Transportation, Handling, and Maintenance
Production Reliability
Production Failure Reporting

Reliability Testing through
Test Types

Development Testing

(1) = Design Study -

(2) - Developmental Model Equipment
(3) - Prototype/Preproduction Model
(4) = Production Model = Level 1

(5) = Production Model =-.Level:2 .:

Reliability Program A

(2) (3) (&) (5)
* *
* % *

*

.The general applicability of such reliability program is: -
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TABLE 1. REQUIRED RELIABILITY PROGRAMS

FAA Specification, RELIABILITY PROGRAM REQUIREMENTS
FOR ELECTRONIC AND ASSOCIATED SUPPORT EQUIPMENT

Paragraph
Number

3.7.1.2

hrough

3.7.1.3 t
3.7.1.3.4

3.7.1.4

3.7.2

Notes:
Al

Paragraph
Heading

Reliability Demonstration Testing

Conditioning Tests through
Equipment Vibration Level = Option 2

Production Reliability Tests
Reliability Test Program Plams
Reliability Demonstration Plan

Reliability Test Procedure through
Test Demonstration Environment

Design/Reliability Requirements Compatibility

Maximum Preacceptance Operation
Test Report

Failure Data Collect., Analysis, Corr. Action
through Initiation of Failure Reporting

Program Initiation During Design

Reliability Program A .

(1) (2) (3) (4) (5)

* * *

* %*

*

* * *
* %

* * %

* * *

* %

* * * %

The general applicability of such reliability program is:

(1) - Design Study

(2) - Developmental Model Equipment
(3; = Prototype/Preproduction Model
{4) = Production Model -~ Level 1

£5) Production Model -~ Level 2
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TABLE 1. REQUIRED RELIABILITY PROGRAMS

FAA Specification, RELIABILITY PROGRAM REQUIREMENTS

FOR ELECTRONIC AND ASSOCIATED SUPPORT EQUIPMENT ‘ Reliability Program A
Paragraph Paragraph (1) (2) (3) (4) (5
Number Heading
3.8.1.2 Program Initiation at Acceptance * *
3.8.2 through Failure Review Board through * * * *
3.8.5.1 Failure Summary Reports
3.8.5.2 Weekly Failure Reports ‘ * *
3.8.5.3 Hot-Line Reports * *
3.9 Engineering Design Changes * * * *
3.10, 3.10.1 Data Requiremeﬁts, Status Reports * * * * *
3.10.2 Computerized Reliability Predictions R
4.1 " Intended Use * * * * *

Notes:
A. The general applicability of such reliability program is:

(1) - Design Study

(2) = Developmental Model. Equipment
(3) - Prototype/Preproduction Model
(4) = Production Model - Level 1

(5) Production Model - Level 2
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TABLE 2. HANDBOOK GUIDANCE FOR IMPLEMENTING
RELIABILITY PROGRAM TASKS (page 1 of 6)

Program Tasks from FAA Specification,
"Reliability Program Requirements
For Electronic and Associated Support Equipment"
Paragraph

Paragraph
Heading

Program Plan

Supplier/Subcontractor Control

Program Reviews

Reliability Modeling

Model Requirements
Model Results Application

Reliability Apportionment

Reliability Predictions
Prediction Techniques

Number

Applicable Guidance
in
Reliability Handbook

Paragraph Paragraph
Heading

24  The Program Plan

25 Supplier and Schdntractor Control

26  Program Reviews

27  The Reliability Mathematical Model.

28 The Functional And Reliability Block
Diagrams for the Mathematical Model.

29 Maintenance Policies Pertinent to the
Mathematical Model.

30 Establishing the Mathematical Model.

27 The Reliability Mathematical Model.

31 Apportionment (Allocation) of
Reliability Requirements.

32 Reliability Prediction Techniques and

Applicabi.ity.
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TABLE 2. HANDBOOK GUIDANCE FOR IMPLEMENTING
RELIABILITY PROGRAM TASKS (page 2 of 6)

Program Tasks from FAA Specification,
"Reliability Program Requirements
For Electronic and Associated Support Equipment”

Paragraph Paragraph Paragraph
-Number Heading Number
3.5.1.3.1.1 Similar Functional Equipment Reli- 32

ability Prediction

3.5.1.3.1.2 Similar Card/Module/Assembly Equiv- 36
alent Reliability Prediction

[y
t

32
3.5.1.3.1.3 Average Stress Reliability Prediction 35
3.5.1.3.1.4 Detailed Stress Reliability ' 32
' Prediction '

34

3.5.1.3.2 Failure Rate Sout;es/Justlfichtioﬁ .37

Applicable Guidance
in
" "Reliability Handbook
Paragraph
Heading

Reliability Prediction Techniques
and Applicability.

Reliability Prediction by Similar
Functional Equipments and/or Modules.

Reliability Prediction Techniques

and Applicability.
Part-Count/Average«Stress Reliability
Prediction Procedure.

Reliability Prediction Techniques
and Applicability.
Detailed=-Stress Reliability
Prediction Procedure.

Part Failure Rate Data Sources.
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Program Tasks from FAA Specification, Applicable Guidance
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"Reliability Program Requirements in
_ For Electronic and Associated Support Equipment" Reliability Handbook
Paragraph Paragraph Paragraph Paragraph
Number Heading Number Heading
3.5.1.3.4  Reliability Studies
3.5.1.3.4.1 Design Variations
3.5.1.2.4,2 Stress Variations T
3.5.1.3.4.3 Ambient Temperature Variations .39 Predictions for Reliability Impact
3.5.1.3.4.4 Part Reliability/Quality Classes Studies : e
3.5.1.3.4.5 Part Quality Control Programs '
3.5.1.3.4.6 Reliability Cost
3.5.1.3.5 Reliability Prediction Frequency 33 Reliability Prediction Requirements.
3.5.1.4 Degradation Analysis
3.5.1.4.1 Parameter Variation Analysis Method
3.5.1.4,2 Worst«Case Analysis Method 40 Degradation Analysis of Circuits.
3.5.1.4.3 Variance Analysis Method
3.5.1.4.4 Monte Carlo Simulation Method
3.5.1.5 Design Specification Inputs 57 Design Specification Inputs.
3.5.2 Parts/Materials/Process Control 41 The Parts, Materials, and Processes
' Program.
3.5.2.1 Design Guide 42  The Reliability Design Guide.
3.5.2.1.1 Derating Policy and Design Tolerance
Values
3.5.2.2 Verification of Part Application/
Stresses
3.5.2.2.1 Thermal Analysis 43  Parts, Materials and Process Applicatiom
3.5.2.3 Parts/Materials/Process Application Review and Verification.

Review
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- TABLE 2. HANDBOOK GUIDANCE FOR IMPLEMENTING

RELIABILITY PROGRAM TASKS (page 4 of 6)

Program Tasks from FAA Specification,
"Reliability Program Requirements

For Electronic and Associated Support Equipment"

Paragraph

Number
.5.2.4
.5.2.5

5.3

wWww

3.5.6

Applicable Guidance
in
Reliability Handbook

Paragraph Paragraph Paragraph

Heading
Defective or Inadequate Items

Suspect Item Deficiencies
Parts/Assemblies/Material Handling

Failure Mode, Effect Analysis-(ﬁMEA)

Functional Level FMEA
Circuit Level FMEA

Critical Items

Design Reviews

Number

41

44

46

45
46

47

48
49

50
52
53
54

Heading

The Parts, Materials, and Processes
Program.

Effective Failure Mode and Effect
Analysis (FMEA) in the Reliability
Program.

General Procedures for Performing FMEA.

Levels of FMEA.
General Procedures for Performing FMEA.

Critical Items Identification, Comtrol
and Handling.

The Design Review Program.

The Design Review Board and Review
Participation.

General Reliability Review Considerations.
Reliability in Preliminary Design Reviews.
Reliability in Critical Design Review.
Reliability in First Article Configuration
Inspection.
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TABLE 2. HANDBOOK GUIDANCE FOR IMPLEMENTING
RELIABILITY PROGRAM TASKS (page 5 of 6)

Program Taéks from FAA Specification,
"Reliability Program Requirements

For Electronic and Associated Support Equipment"

Paragraph Paragraph

Number Heading

3.5.6.1 Study Design Reviews

3.5.6.2 Equipment Design Reviews
3.5.6.3 Design Tradeoffs

3.5.7 Design Approval

3.5.8 Effects of Storage, Shelf-Life,

Packaging, Transportation, Handling
and Maintenance

3.7.1.1 Development Testing

3.7.1.2 Reliability Demonstration Testing

Number

Applicable Guidance
in
Reliability Handbook

Paragraph Paragraph
Heading

49  The Design Review Board and Review
Participation.

51 The Formal Study Design Reviews.

49 The Design Review Board and Review
Participation.

52 Reliability in Preliminary Design
Review. :

53 Reliability in Critical Design Review.

54 Reliability in First Article Configuration
Inspection.

50 General Reliability Review
Considerations,

.58  Design Approval.

56 Effects of Storage, Shelf-Life,
Packaging, Transportation, Handling
and Maintenance.,

60 The Reliability Development Testing

. Program, - »
-61  Types of Reliability Development Tests.
62 The Reliability Demonstration Test.
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TABLE 2.

HANDBOOK GUIDANCE FOR IMPLEMENTING

RELIABILITY PROGRAM TASKS (page 6 of 6)

Program Tasks from FAA Specification,
"Reliability Program Requirements

For Electronic and Associated Support Equipment"

Paragraph
Number

3.7.1.4

3.8.3

3.8.4

3.9

Paragraph
Heading

Production Reliability Tests
Reliability Test Program Plans
Reliability Demonstration Plan
Reliability Test Procedure
Test Report

Failure Data Collection, Analysis
and Corrective Action Program

Failure Review Board

Failure Analysis

Corrective Action

Engineering Design Changes

'generdl requirements for document-
ation"

“requirements for deliverable
documentation”

Applicable Guidance

in
Reliability Handbook
Paragraph Paragraph
Number Heading
63 Reliability Acceptance Tests in

- 64

65

66

67

66

59

68

69

Production,

Reliability Testing Plans,
Procedures, and Reports.

Design of a Failure Reporting and
Data Collection System.

The Failure Review Board and
Corrective Action. ”

Failure Analysis.

The Fallure Review Board and
Corrective Action.

Engineering Design Changes.

Deliverable ve Non-deliverable Data
and/or Documentation.

Standard Deliverable Data Items.



SECTION_2. BASIC CONCEPTS

RELIABILITY. The reliability of an equipment is defined
as the PROBABILITY that the equipment will perform
satisfactorily for a specified period of time, when used
under specified conditions. This probability expressed
as a function of the time is called a Reliability
Function, R(t).

A.

Failure_ Rate and Mean-Time-Between Failure. Failure
Rate and Mean-Time-Between-Failures (MTBF) are also
useful indicators of equipment reliability. Failure
Rate is defined as the number of failures occurring
per unit of time. The instantaneous failure rate,
or hazard rate, A , is related to the Reliability

Function by the following equation.

=—d_ln_R(t)
Aq ()= 3t

{equation 1)

And, MTBF is related to the Reliability Function as in
the following equation.
oo
MTBF = _% R(t)dt (equation 2)

The_Exponential Function. Failure distributions for
most electronic and electrical parts, which have

been screened and "burned-in%", have been found to

follow the negative-exponential curve (as a function
of time). The same distribution )hen applies to
"debugged" conventional (i.e., without significant

redundancy) electronic equipment. The Reliability

Function under these conditions is given by the
following equation.

At )
R{(t) = e (equation 3)

Applying equations (1) and (2), the féilure rate is
found to be the constant,A ; and the MTBF is found
to be the inverse of this failure rate.

(1) Life-Cycle Failure Rate_for Electronic_ Equip-
ment. It is important to note that electronic
equipment follows the exponential, constant-
failure-rate, curve for only a part of its total
"lifetime. This part generally represents the
useful life; and electronic equipment is
characterized by a relatively lony "useful
life". Prior to this phase, the failure rate is
higher and decreasing in what is commonly called
the debugging, or infant mortality, phase, After
the constant-failure-rate portion of its life,
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the equipment enters a "wear-out"™ phase, where
the failure rate increases at an increasing
rate. These three periods of the equipment life
form what is commonly called a "bathtub" curve
for the failure rate as a function of time.

The_Weibull Function. The failure distributions for
mechanical elements and certain electronic parts
(such as vacuum tubes) do not follow the above
exponential, constant-failure-rate, curve. For
these, the Weibull distribution is more applicable;
and has been found to be extremely useful. Under a
Weibull distribution, the Reliability Function may
be written as in the following equation.

R (t) —e~At® (equation )

The instantaneous failure rate, or hazard rate,
under a Weibull distribution is then defined by the
following equation.

Ai=aAt a-1 (equation 5)

The failure rate for the general Weibull is
therefore not constant. Note that when a is 1, the
Weibull becomes the exponential, with constant
failure rate. When this parameter is less than 1, a
decreasing failure rate is obtained; and when the
parameter is greater than 1, an increasing failure
rate is obtained.

(1) Life-Cycle Failure Rate for Mechanical Equip-
ments. This type of equipment and/or part
generally does not have a constant-failure-rate
phase in its lifetime. 1Initially, the failure
.rate is decreasing. After reaching some minimum
value, the failure rate immediately begins
increasing. '

‘Combining Reliabilities. Since the Reliability Func-

tion is a probability function, the laws of :
probability apply when determining the reliability
of a group of elements, with the individual relia-
bilities being known. Application to "redundant®”
configurations is discussed in a following paragraph
of this section. For the present, consider an
equipment consisting of "n" elements, all of .which
are required for the equipment to operate properly.
If R is the reliability of these elements, the
reliability of the equipment is simply the product
of these individual reliabilities. If all elements
follow the exponential failure distribution, the



equipment neliabllity Function is therefore given by
the following equation.

R‘t) "‘A\' +A2+Ooo+ An ’t

(equation 6)

In this equation, the A's are the individual element
failure rates. It is clear that the failure rate of
this equipment is constant, and is the sum of the
individual element failure rates. (It will later be
shown that the failure rate is not constant when
redundant elements are involved.)

MTBF_vs. MTBM. In defining and determining MTBF,
only those element failures are counted which
prevent the prime function from operating
satisfactorily. Where redundancy is involved, there
will be element failures which do not cause failure
of the prime function. These latter do, however,
still require a maintenance action to be performed.
As a measure of required maintenance, then, a Mean-
Time-Between-Maintenance (MTBM) action is defined
and/or determined. MTBM counts all element
failures, whether or not the prime function is
operating satisfactorily.

MAINTAINABYILITY. The maintainability of an equipment is
generally defined and measured in terms of the time re-
quired to perform maintenance actions.

Inherent vs._ Operational Malntalnablll_x. The

‘Winherent"™ maintainability is "designed-into" the

equipment; and its determination assumes that all
required instruments, tools, and spares are
immediately available. Thus, inherent maintain-
ability does not consider the effect of adminis-
trative and/or logistics delays in accomplishing a
maintenance action. The inherent maintainability is
generally defined in terms of a Mean-Time-To-Repair
(MTTR) the equipment; and includes the time required
to fault locate and/or isolate, remove and replace
the faulty element, and verify effectiveness of the
repair. "Operational"™ maintainability, on the other
hand, additionally takes into account the adminis- '
trative and logistics delays involved in the
maintenance action. This operational maintain-
ability is generally defined as a Mean-Down-Time
(MDT) . Note that, except as indicated in the
following, the "down-time® in MDT refers to the
failed element being down (inoperative). For
equipments without redundancy, this would also mean
the prime function is inoperative. .
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b. System MTTR and MDT. In determining the Availability
- of an equipment, it will be necessary to determine
MTTR and MDT for only those maintenance actions

performed with the equipment itself inoperative. v
The inoperativeness may be caused by the maintenance

action itself and/or by the failure of the faulty
element requiring the action. When such deter-
mination is intended, the required terms should be
clearly so designated; as, for example, MTTR(system)
and MDT (system).

AVAILABILITY. The availability of an equipment is the
probability that it will be operationally ready when ,
needed at any point during a specified mission, or duty,
time. Availability therefore takes into acco.nt both
equipment "up® time; and equipment "down" time for
maintenance. In equation form, then, "inherent"
availability (i.e., "designed-in" availability) is
defined by the following.

Ay = MTBF ! v
MTBF + MTTR(system) (equation 7)

Operational Availability is definable by the following
equation. .

Ag = ; MTBF
MTBF + MDT (system) {equation 8)

REDUNDANCY. A ®success" path for an equipment function
is any set of operating elements REQUIRED to accomplish
that function successfully. If more than one such
success path is provided, the paths are said to be
redundant. Clearly, the reliability potential for the
function increases with the number of alternate success
paths provided.

a. Basic confiqurations. In the simplest configuration

of redundant equipment elements, "n" unique sets of
elements are provided and only one set is REQUIRED
for successful operation. In constructing a
reliability block diagram, this is usually indicated
by simple parallel sets of elements. In the general
redundancy case, "n" sets are provided and "m" (with
m less than n) are required for success. The relia-
bility block diagram now requires an indication of
the number of sets required for "success". The
degree of redundancy is usually indicated by taking
the ratio of the number of element sets provided to
the number required; i.e., "n/m®. Most cases of
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' akteérnate, pedundant suecess "gathgﬁ can be re-

configured into combinations of reliability-wise
parallel {in the present sense) and serial elements.
(In the reliability sense, serially-indicated
elements are all required for success.)

mpleme N nda . There are two basic
approaches to implement‘ng these reliability-
parallel elements. One is to have "active"
redundancy; and the other is "standby" redundancy.

(1) Active redundancy is implemented with all
- elements actively operating in the equipment
function. Conceptually, this is the simplest
approach, since no switch-over mechanisms are
required. Quite often, however, this approach
presents insurmountable circuit design problems.

(2) stand-by redundancy is implemented by providing
for switching in a stand-by element when the
actively operating element fails. 1In its stand-
by status, the redundant element is not active
in the equipment function. Furthermore, the
stand-by status may be "cold" (totally non-
operating), "hot" (fully operating), or “warm®
(partially operating). From the reliability
standpoint, the ®"coolest" stand-by is
preferable, since the failure rate in stand-by
is then lower. However, to permit immediate
switch-over without adjustment, circuit and/or
part limitations may require a "warmer®" stand-by
operational condition.

(3) Maintenance of the redundant_set is an important
consideration in designing the equipment to
obtain optimum reliability potential from the
redundancy. In the simplest design. approach,
repair action is not instituted until failure of
the function provided by the redundant set. On
the other hand, if failed elements of the
redundant set can be repaired while the
equipment continues operating, tremendous relia-
bility advantage is generally gained if repair
action is instituted 1mmediately as the elements
fail. The first case is normally referred to as
non-repairable redundancy; while the second case
is normally termed repairable redundancy.

Reliability Evaluation. The following eub-paragraphs
review the reliability impact of the redundancy
factors considered in the preceding.
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(1) Active Redundangy, Non-Repajlped. The reliability

function for this type of redundancy is a simple

‘combination of independent, NON=-CONDITIONAL,

probabilities. For example consider the set of
two elements (with Reliabilities R and R ) with
only one element needed. The Reliability
Function for the set is readily obtained, and is
given by the following equation.

R = Ry + Ry - RjR; (equation 9)

If the redundant set consists of electronic
elements, with failure rates , and » the Rel-
1ab111ty is then glven by the following.

R = e-Asty oAt (A1+A2)

{equation 10)
And if the elements all have equal failure
rates, as is the common case in applications of
active redundancy, the Reliability Fuuction
simplifies to the following.

R = 2e-)“=-e_2)tt (equation 11)
Similar equations are readily developed for the
general case of active, non-repaired, redundancy

‘with n elements and m required.

(a) Failure Rate of the redundant set is no
longer constant, even though the individual
elements have constant failure rates. This
may be proven by applying equation (1) to
the above equation (11). Thus, the failure
rate of the redundant set is not additive to
element failure rates in obtalnlng equipment
failure rate.

(b) MTBF of the redundant set may be determined
by application of equation (2) to the Relia-
bility Function. For the simple case '
illustrated by Equation (11), the MTBF is
found to be 1.58, where 8 is the MTBF of the
element. Note that the MTBF is no longer
the inverse of the hazard rate defined by
equation (1) . This is generally true when
the constant fallure-rate characteristic is
no longer valid.

(c) The_Reliability of a properly applied
redundant set is better than that of an
individual element. Note equations (9)
through (11). This reliability improvement




increases as the degree of redundancy
increases.

(2) an:hy_Bsﬂuniem;_EQn:{-Bmm. The case of
"hot" stand-by is essentially that of the active

redundancy case; except that the set reliability
is degraded by the need for a switching
mechanism. Hence, in this case, care must be
taken that the "unreliability" of the switching
mechanism does not override any advantage given
by the redundancy. As the stand-by state
becomes "cooler", the reliability improves over -
the active and hot stand-by implementations.

For stand-by states below "hot", the development
of Reliability Functions is not the simple
matter it was with active redundancy. The
failure rate of the stand-by unit is now a
function of the condition of the operating unit.
Several books (see Section 2, paragraph 4d) are -
available to give specific equations for
specific conditions of stand-by redundancy (see
reference 4. (1) of paragraph 4.) Consider the
simple case of one electronic unit operating, .
with a second, similar unit in "cold" stand-by.
If the reliability of the switching mechanism is
ignored, the Reliability Function of the set is
given by the following equation.

R = e At (1+At) (equation 12)

(a) The_Failure Rate is, again, not constant; in
: spite of the fact that the elements do have
constant failure rate characteristics.

(b) The MTBF can be determined if the
Reliability Function can be defined. For
the simple case of Equation (12), the MTBF
of the set is found to be twice the MTBF of
the element, as should be expected for cold
stand-by.

(c) The Reliability of the stand-by
implementation is theoretically better than
that achievable with active redundancy,
provided the stand-by status is less than
"hot". However, when considering this form
of redundancy for its reliability advantage
(and not because of circuit and/or part
requirements), extreme care should be taken
that the required switching mechanism does
not absorb all the advantage possible.-
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(3) Impact of Repaired Redundancy. All of the pre-
- ceding discussion in sub-paragraph c. is based

on the premise that repair action is not initia-
ted until the function fails (i.e. the number of
elements falls below the minimum required). If
repair action is initiated immediately as the
element fails, and if the equipment design
allows the equipment to continue operating while
the repair is performed, the reliability gain
can be tremendous. The required equations and
computations can be complex for any significant
redundancy. For most cases of redundancy with
the present types of parts and components, a
"repair-while-hot" capability on the redundant
set results in a Reliability that is essentially
unity; that is, the result is an effectively
nonfailing function.

use of high quality parts does not guarantee that a
reliable equipment will result. However, the use of
poor quality parts does effectively prevent the possi-
bility of a high resulting reliability. Part screening
is an effective approach to obtaining reliable parts;
and, hence, a POTENTIALLY rec¢liable equipment.

a. Significant Part Screens. The most significant
"standard®" part screens, applicable to control of
electronic part quality, are listed below.

(1) Visual Inspection. This is the simplest form of
part screen. It is designed to eliminate the
obvious fabrication faults, which would either
cause immediate failure or lead to very early
failures. . In microcircuits, semiconductors, and
other capped or encapsulated parts, the visual
inspection is done in two phases - "“pre-cap" and
"post-cap".

(2) seal Hermeticity Tests. This test verifies the
validity of the hermetic seal of capped units.
Microcircuits and semi-conductors are special
candidates for this screen. The primary aim is
to reduce humidity-induced failures in the

field.

(3) Temperature_Cycling Screen. The aim of this
screen is to reduce field failures resulting
from high or low AMBIENT temperatures. It is
equally applicable to all electronic parts.
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(4) ggg;mgl_gnggg_gggeeg. This is similar to the
. preceding, except that the investigation is

directed toward the effect of SUDDEN CHANGES in

... temperature. Thermal shock can produce -
mechanical. stresses which can either induce
immediate failure or make the part failure-
prone. The screen is especially applicable to
structurally "delicate" parts, such as hybrid
mic¢rocircuits.

(5) Mechanical Shock_Screen. The intent here is to
reduce field failures resulting from vibration
(and of course, shock). This type of test is
most useful on a structused-equipment basis. On
a part level, this screen does have some use on’
parts of a "structural®™ nature; which would
‘include all hybrid microcircuits, some
integrated circuits and semiconductors, RF
coils, and mechanically adjustable parts.

(6) Burn-In_ Screen. The preceding screens were
either of a “"quality control" nature; or they
were directed toward reducing the effect of a
severe use environment. In the burn-in screen,

-‘the parts are operated at high temperatures with
: full electrical stress. The burn-in process is
intended to accelerate the obtaining of a low,

constant-failure-rate characteristic for the
part class. Burn-in is the most significant of
the screens in establishing the BASE failure
rate to be obtained of the part class.

Reliability Impact. A great variety of equipments
have been built using parts of specified control
"levels". Reliabilities (field, test, and/or
analytic) have been established for these
equipments. These serve as a base for indicating
the equipment-reliability impact of part screening.
The following subparagraphs compare the
reliabilities achieved with specific part-screening
control to that achieved using essentially
unscreened parts.

(1) Commerical-Grade_ Equipment. Most commercial
grade equipment uses essentially unscreened
parts. At the most, visual inspections and
hermeticity tests may be carried out; but only
on a sampling basis. The MTBF obtained for such
equipments shall be used as a base of comparison
for the following specified control levels.
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(2) level C Parts. Parts controlled to *"lLevel C*
will go through visual inspection, temperature
cycling, and seal hermeticity (as applicable)
screens. Equipments built with parts controlled
to this level have been found to have an MTBPF
approximately TWO times that of similar -
conmercial-grade equipment.

(3) Level B _Parts. Parts controlled to ®"Level B%®
will add thermal shock and burn-in screens to
those required for Level C. And, the burn-im is
of approximately 170 hour duration. Equipments
built with Level B parts have resulted in MTBF's
on the order of SIX times that -obtained in
similar commercial-grade equipment.

(4) Level A Parts. “"Level A" part control uses ALL
of the screens listed in the preceding sub-
paragraph. This adds the mechanical shock
screen to those defined for Level B control.
And, the burn-in is now extended to 240 hours.
(Note that, here and in the preceding levels,
individual screen types are applied only to -
pertinent part classes.) The use of Level A
parts has been estimated to yield equipment MTBF
approximately FIFTEEN times better than that of
similar commercial equipment.




10.

CHAPTER 2. FAA RELIABILITY TASKS IN PROCUREMENTS

SECTION 1, RELIABILITY GOALS_AND REQUIREMENTS

GOALS_vs. REQUIREMENTS. For purposes of the following,
an effectiveness goal is the effectiveness (measured in
terms of availability and/or reliability) needed to
fulfill functional requirements in the overall system
context. Here, "system" refers to the total National
Airspace System (NAS). A reliability requirement, on
the other hand, is the contractual reliability required
of implementing hardware or functions within the NAS.
The reliability requirement does consider factors
outside of the system itself. '

a. A _contractual reliability requirement shcould always
be based on a previously determined effectiveness
goal. Conversely, the goals related to a specific
unit or equipment may be influenced by the relia-
bility achieved for other units of the NAS system.
Thus, the degree to which a particular unit's
requirements are actually fulfilled will affect the
goals related to other system units. Goals must
therefore be considered as a dynamic set of figures.
In the early stages of system evolution, goals can
be very volatile - changing as reliability
requirements are exceeded or not met; and as system
-mission and/or needs change, or are redefined.
Requirements, on the other hand, are fixed over the
course of a contracted effort.

b. A generalized procedure for establishing reliability
requirements for procurement packages is given in
the following two paragraphs. The first stage is to
establish the effectiveness goals as needed for the
NAS functions. At this point, factors outside of
the NAS itself are not considered. The second stage
is to establish the reliability requirements for the
specific implementing hardware or function.

procedure is directed toward establishing effectiveness
goals for the NAS functions. Effectiveness is measured
in terms of Availability and/or Reliability. Ideally,
the procedural steps should be applied to the NAS system
as a whole. However, the procedure can be applied to
consider only the NAS functions and interfaces specific
to a particular intended development and/or procurement.
The former procedure application is particularly
applicable to the development and/or procurement which
involves the definition of new NAS functions. The
latter, limited procedure application would be
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applicable to the procurement which involves the
upgrading of an existing function.

Page 30

Step_1 - Develop a Functional Block Diagram of the
NAS. The intent of the diagram is to define the
"total" system into which the new
developments/procurements are to be integrated.
First, define the elemental NAS functions required
for the NAS to fulfill its assigned missions. The
function description shall define the type of data,
information, or control being handled; and shall
encompass data acquisition, transmission,
processing, and handling. Then, define the major
subsystem elements involved in the performance of
these functions. With these elements and functions
defined, construct a block diagram which depicts the
functional relationships of the major NAS elements.
To limit the complexity of the diagram, use typical
elements or classes of elements wherever possible.
Be careful, however, to always define the "class" or
the criteria for being considered *"typical". For
example, use Airport Terminal Classes instead of

‘terminals at specific locations.

Step_2 - Establish the NAS System "Use_ Environment".
Define the traffic conditions within which the NAS
system must function. The air traffic density at
the various points of the system (Terminals,
ARTCC's, Flight Service stations, etc.) must be

established. Then define the significantly

different aircraft types to be encountered. These
are "different" in the sense of requlrlng 51gn1f1-
cantly distinct services and/or ‘imposing
significantly distinct system restrictions. Some of
the characteristics for defining significantly
different aircraft are: speed differences, VSTOL vs.
Normal Take-Off/lLanding, and Commercial vs. Private
vs. Military. This "use environment®™ may be
structured into a matrix giving the density of a
particular aircraft type to be expected at a
particular system noint.

Step 3 - Define_ the “Operations Profile®™ for the NAS
Elements. Define the operational events occurring at
the NAS elements. Structure these into an
®operations profile" which delineates the sequence
and duratior of the events. Relate the operations
events to the aircraft movement events which either
initiated the operation or resulted from it. 1In as
much as possible, also define the relationship
between operations profiles of different NAS
elements. When done manually, the operations




profiles are developed by following the movement and
control of one aircraft at a time. 1In a computer
simulation of the NAS system, the operations
profiles would be based on "real-world" air traffic

‘movement problems.

Step_4_ - Define_ Function Performance Levels. Define
the performance characteristics of each of the

subsystem functions. These shall be of the level

necessary to define functional failures and/or
degraded performance levels. The more
characteristics used, the more realistic will be the
definition of function performance. On the other
hand, the number of characteristics must be limited
to keep the problem at a manageable level. For
example, if establishment of the goals is tc¢ be
accomplished manually, it may be adequate to use
only range as the performance characteristic for
radar surveillance data acquisition; and capacity as
the performance characteristic to describe the
control radar function. 1In a computer simulation of
the NAS system, more characteristics can be used.
For example, the performance characteristics for the
control radar function could be expanded to include
range, accuracy, and capacity. Assign units of
measure to each of the performance characteristics
used. Where a computer simulation is not available,
the units may simply be in terms of percent of
"full-up®” performance. On the other hand, in a
computer simulation of the NAS system, specific
parameters should be used. 1In addition to defining
"full-up" performance, degraded levels should be
defined and associated with degree of acceptability.
It is not necessary that the degree of acceptability
be defined in an absolute sense. It is only
necessary that the degree of acceptability defined
for one function be relatively the same as defined
for other functions. '

Step_ 5 - Determine Manned-or-Unmanned Status of
Functions. Categorize the functions as to Manneqd,
Unmanned, or Manned/Unmanned. A manned function is

‘always performed at, or by, a manned facility;

and/or maintenance is available on an essentially
"as required" basis. An unmanned function is always
performed at, or by, an unmanned facility;
maintenance is not available "as required®; and
maintenance is available on only a "time-scheduled"
basis. A manned/unmanned function is performed at,
or by, both facilities of the "manne&" category and
facilities of the “unmanned" category.
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Step 6 - Determine the Effectivepess_of Functions
dlready Implemented. Determine the "a priori" effec-
tiveness of functions implemented only as a contract
for hardware; as well as functions implemented in
actual field operation.

1)

(2)

3)

For functions of the unmanned category, use
Reliability as the effectiveness measure.
Reliability is the probability of successful
operation, over a given period of time.
Specifically, the "time" 1s the period between
maintenance visits.

For_ functions_of_ the manned category, use Opera-
tional Availability as the measure of effective-
ness. Operational Availability is a function of
MTBF and MDT; where the "down time" considered
includes logistic and administrative delays in
addition to the active repair time.

For_functions_of the manned/unmanned_category,

- use both measures of effectiveness. A later

step will evaluate which measure presents the
more severe reliability requirement.

Step_7_-_Determine Preliminary Effectiveness_Goals

for the NAS Functions.

1)

(2)

f
Based on_ the criticality of the functions, and
acceptable probabilities of failure (or required
probabilities of success), assign preliminary
effectiveness goals to all NAS functions. This
initial assignment of goals does not consider

" whether or not the function is already imple-

mented; nor, does it yet take into account the
effectiveness achievements defined in the
preceding step.

Costs will ultimately also have to be considered
in the assignment of effectiveness goals
(leading to reliability requirements).
Generally, increased effectiveness goals mean
increased costs for development, procurement,
and support related to the funccion implemen-
tation. From the cost-effective viewpoint,
then, this is probably the most significant
point in the evolution of a new development
and/or procurement. It is therefore extremely
important that the assigned effectiveness goal
be no greater than DICTATED by function
criticality.



Step 8 - Adijust Preliminary goals_to Account_ for
Achieved Effectiveness. Compare the preliminary
Effectiveness goals (determined in Step 7) against
the Effectiveness of the implemented functions (Step
6) to determine whether or not goal adjustment is
necessary or desirable. The determination is broken
down into four basic cases to consider.

(1) case 1_- Effectiveness of Implemented Function
GREATER_than_Preliminary Assigned _Goal; and
Function NOQT PERFORMED by Procurement_or
Development being Considered. Review the
preliminary goals to determine if the goals of
other functions (particularly the ones of
immediate concern) can be reduced because of the
greater effectiveness of the implemented
function. If they can, adjust all goals
accordingly. If the other goals cannot be
lowered, do not change ANY goals - including the
one with a proven higher effectiveness.

(2) case_2_ - Effectiveness of Implemented Function
GREATER than Preliminary Assigned Goal; and
Function IS_PERFORMED_ by Procurement_or Develop-—
ment being Considered. Review the preliminary
goals to determine if the goals of the other
functions can be reduced as a result. If they
can, replace the preliminary goal of the
function of immediate concern with the proven,
higher value; and adjust the other goals to
correspond. If the other goals cannot be
lowered, make NO goal changes.

(3) case_3 - Effectiveness of Implemented Function
LOWER_than Preliminary Assigned Goal; and
Function_ NOT PERFORMED by Procurement or
Development_being Considered. Review the
preliminary goals to determine if the lower
Effectiveness can be compensated for by
increased goals for tne other functions
(particularly the ones of immediate concern).
If they can compensate, adjust all goals accord-
ingly (this increases the goal for the function
of immediate concern). If compensation cannot
be achieved, retain the preliminary assigned
goals; and flag {for special attention) the
function whose impiementation yields an Effec-
tiveness lower than the goal.
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(4) case 4 - Effectiveness_of Implemented Function

LOWER than Preliminary Assigned Goal; and

Fupnction IS_PERFORMED by Procurement_or_ Develop-
ment being Considered. In this case, make no

changes in any of the preliminary assigned
Effectiveness goals.

11. ESTABLISHING RELIABILITY REQUIREMENTS FOR THE NEW
EQUIPMENT. The following procedure is directed toward
establishing the reliability requirements for new
hardware developments and/or procurements. The
previously established NAS function definitions and
effectiveness goals are used as a starting point. - The

- intent of the following steps is to then translate this -
starting point into reliability requirements for
procurement packages - with the reliability requirement
stated in terms of Mean-Time-Between-Failure or Failure
Rate.

a. Step 1 - Develop Functional Block Diagram for_ the
New Equipments. Construct a block diagram which
depicts the functional relationships of the major
elements of the equipment set under consideration.
The diagram must clearly define the elements
involved in the NAS functions being implemented.
Major interfaces with the NAS System must be

- defined. The level of the diagram will depend on
the amount of information available and/or the stage
of equipment evolution. Thus, for new developments,

- the diagram can only indicate a conceptual design.

. To the extent possible, the conceptual design should
be so structured that the elements can be related to
similar equipments.  Also to the maximum extent
possible, the diagram should be so structured that
the major functions are performed by independent
sets of blocks. Where applicable, the procurement
and/or contract packages must be indicated on the
diagram. Finally, identify the Effectiveness goals
previously defined for the NAS functions implemented
by the equipment.

b. Step 2 - Define the Operation_Profile and Operating:
- Modes. Based on the previously established

"Operations Profile® for NAS Elements (a. of
paragraph 12.), define the operation profile for the
equipments under consideration. Define the
significant operating modes for the total equipment
set and relate these to the NAS functions
implemented. Also define these operating modes per
procurement or contract package. The number of
operating modes will depend on the functional (as
opposed to hardware) complexity of the system formed
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‘'by the equipment set. For example, a basic

transceiver will have transmit, receive, and stand-
by modes. The last mode, however, is not signi-
ficant. A basic receiver will only have one.
operating mode.

Step 3_-_Define_Operating Mode Performance Levels.

Define the performance characteristics of each of
the operating modes. Assign units of measure to
each of the characteristics. To the extent that
information is available, use specific parameters as
the units of measure. Where such information is not
yet available, the measure may simply be percent of
"full-up" operating mode. In terms of these perfor-
mance characteristics and units of measure, define
the "fully operational" operating modes; and, where
applicable, the definable degraded levels of
operation. : These are then used to define a failed
equipment or system and/or acceptable levels of
degradation.

Step 4 - Cconstruct a Reliability Block Diagram. Con-
struct a reliability block diagram which relates
each of the operating modes to the reliability-
effect of the equipment elements. The diagram must
define all ‘existing or planned redundancies. And,
where applicable, acceptable degraded performance

- levels must be relatable to the reliability block

diagram. Structure the diagram so that the
procurement or contract packages are readily
separable in terms of reliability. To enable
ultimate estimation of the feasibility of relia-
bility requirements, structure the diagram with
blocks for which similar equipments can be defined.

Step 5 - Establish the Use_and Maintenance
Environment. Define the use and maintenance
environment for the packages of the new equipment.
To assist in defining operational down time
resulting from corrective maintenance, the
environment description should define spares
policies and locations, administrative failure
procedures, test equipment availability, .
skill/training levels, and any other factors
contributing to logistics/administrative delays.
Also, the environment description must define the
maintenance policies which contribute directly to
effective reliability. For example, the reliability
of a unit in the unmanned category is a direct
function of the period between maintenance visits.
Where an equipment or system involves redundant
elements, it is significant to effective reliability
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that repair action starts as soon as an element
fails; or repair action starts only when the
function of the combination fails. Where the
equipment definition involves acceptable degraded
performance levels, it is important to establish
maintenance policies relative to performance levels:
1) Shall repair wait for scheduled maintenance as
long as some acceptable performance level remains;
2) Is immediate repair initiated while operating in
a degraded mode; or, 3) Does repair action start
only when some unacceptable performance level is
reached, at which point the system is shut down.

Step 6 - Derive the Mathematical Models. For each of
the procurement or contract packages, derive the
mathematical equations (models) which relate the
over-all reliability in each mode to the reliability
of the equipment elements. Where acceptable
degraded levels are involved, the equations must
define the reliability at these levels. Where
applicable, the effect of the maintenance policies
defined in the previous step must be included in the
mathematical models.

Step 7 - Establish "similar Equipment" Reliability
for the New Equipment Packages. Select and define
similar equipments for each of the Reliability'Block
Diagram elements. These are selected on the basis
of similarity in function, operating modes, use or
application, and type of design and/or construction.
Assuming an arbitrary,.but defined, level of relia-
bility program, determine or estimate the failure
rates of the similar equipments. Adjust this value
for estimated complexity differences. Where the
similar equipment is of a lower "state-of-the-art"
than pla.ned for the new equipments, the failure
rate of the similar equipment is adjusted by an
estimated "state-of-the-art" improvement factor.
Using these adjusted, "similar" failure rates in the
Mathematical Models (Step 6), establish the similar-
equipment failure rates for the new equipment
packages. ’

'Step_8_-_ Establish Reliability Regquirements for New

Equipment Packages.

(1) Where the system function of the new_egquipment
set is_of the unmanned_category (per e. of
paragraph 12.), the effectiveness goal was
established in terms of reliability over the
period between "maintenance visits®"., Define the
required or expected interval between mainten-




ance visits (where there is some question, use
the greater interval). Translate this into a
failure rate goal. Maintaining the same
relative failure rates established in the
previous step, allocate the failure rate goal to
the new equipment packages. Pending possible

- readjustment by the next step, these are the
reliability requirements.

(2) For_egquipment sets in_the manned_cateqory, the

" function goals were established in terms of
Operational Availability. Based on environment,
maintenance policies (Step S), and "use
environment" experience, estimate an average
bown Time due to logistic/ administrative delays
(but not including the active repair times).
Taking this value, together with a required MTTR
or a similar equipment estimate of MTTR,
translate the Operational Availability goal into
a failure rate goal. As before, allocate this
into failure rate requirements for the new
equipment packages.

(3) For_equipment sets_of the manned/unmanned
cateqgory, determine failure rate requirements
through both of the above approaches. Select
the lower value as the actual failure rate
requirement.

Step_9 - Review_the Reliability Requirements for
Feasibility. Compare the failure rate requirements
established in the previous step with the similar-
equipment failure rates determined in Step 7. For
each package, calculate an improvement factor by
taking the ratio of the Similar-Equipment-Failure-
Rate to the Failure-Rate-Requirement. Based on the
histories of previous equipment developments and
expected "state-of-the-art" improvements, evaluate
the feasibility of achieving the improvement factor.
The evaluation may be organized into the following
four levels of feasibility.

1
(1) Level 1 - Practical. This level of feasibility
would require only a nominal reliability program
applied to conventional design approaches.

(2) lLevel 2 - Practical/s/Conditional. This would
apply to an improvement factor somewhat above
that for a "Practical" level. This level of
feasibility would require a rigorous reliability
program applied to conventional design
approaches.
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requirement, care should be taken to unambiguously state
the requirements as the "specified MTBF" (which becomes
the parameter 6 demonstration test specification); and
NOT AS THE MINIMUM ACCEPTABLE (which becomes the test
parameter § ). 1In the procurement of complex
equipment, and/or where it is necessary to control the
reliability of individual functions of the equipment, it
may be necessary to impose distinctly specified MTBF's
for the different portions of the equipment being
procured.

a. Definition of Fajilure. The "failure" to which the
specified MTBF applies should be clearly stated.
This is important to avoid any confusion when
redundancy is involved in the equipment design.

b. Statement of conditions. It is important that the
performance specification contain a clear statement
of the operating environment under which the
specified MTBF must be achieved. This would include
a statement of temperatures, humidities, other
significant climatic conditions, and the type of
installation (such as fixed ground, mobile ground,
or airborne). This statement of conditions (for the
specified MTBF) should also include specification of
the required ands/or allowed preventive maintenance
and/or periodic replacement or refurbishment (of
wear-out items).

c. Special Considerations for Redundancy. For
reliability control, the specified MTBF is applied
as a measure of equlpment reliability with the
reliabilityreffect of any redundancy taken into
consideration. For the purpose of controlling
maintenance frequency, especially where extensive
redundancy is planned or expected, it will also be
necessary to state a specified Mean-Time-Between-
Maintenance actions (MTBM). The MTBM counts ALL
component failures, whether or not an equipment
performance failure is caused. Where specific
-redundancy is specified for the equipment, it should
also be stated whether or not the redundancy is
considered "répairable" for purposes of defining the
"specified™ MTBF.

14, SPECIFICATION OF THE RELIABILITY PROGRAM. It is
essential that equi equlpment programs prov1de adequate
reliability control and monitoring prlor to the
operational phase. At that point, it is usually too
late to make modifications for reliability improvenment.
To exercise some control of the reliability effort to be
performed in a contract, a required reliability program

Page 40




15.

should be specified in the procurement documentation.
The FAA Specification, RELIABILITY PROGRAM REQUIREMENTS
FOR ELECTRONIC AND ASSOCIATED SUPPORT EQUIPMENT,
contains a "shopping list" of program elements. Any
needed program can be formulated and imposed by
specifying the specific paragraphs of this Specification
as program requirements. The RELIABILITY PROGRAM
Specification (and Table 1 of this Handbook) contains a
set of five "standard" reliability programs applicable
to study, development, prototype, and production
contracts. A standard reliability program is imposed by
simply specifying the identifying number of the program
as listed in paragraph 3.3.2.3 of the FAA RELIABILITY
PROGRAM Specification (and in Table 1 of this Handbook) .
Paragraph 2 of this Handbook discusses the contract
applicability of these "standard" reliability programs;
and the selection of "non-standard" reliability
programs.

SELECTION AND SPECIFICATION OF THE RELIABILITY DEMON-
STRATION TEST. Reliability Demonstration testing of an
equipment involves an evaluation of its reliability
under specified conditions. Two types of risks are
necessarily always involved in any demonstration or
acceptance test plan. (The test "plan" defines the
accept-reject criteria.) One of these is the risk of
rejecting an acceptable equipment - the "producer's"
risk. The other is the risk of accepting an actually
unacceptable equipment - the "consumer®'s" risk. The
following subparagraphs will present the basic procedure
for selecting a test; and, a discussion of the require-
ments for the specification of a demonstration test.

The selection of the demonstration test shall be made by
the responsible FAA engineer. It shall be included in
the procurement specification as one of the test
requirements in the quality assurance section of the
document. ‘

a. The_Sequential Test Plan. In the sequential
reliability test, a decision to accept or reject (or
continue) is made at the detection of each failure.
In a fixed-time test, on the other hand, the
equipment must operate for a pre-determined time
before any decision can be made. Under a sequential
test plan, a good product is generally accepted
quickly and a poor product is generally rejected
quickly; while a questionable product may require
longer test time than with other plans. On the
average, however, the sequential demonstration
(acceptance) test requires less time than under
other types of test plan. The sequential test does,
however, have the disadvantage that the exact length
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of the test cannot be predetermined. An expected,
or average, test time can be computed. ‘

Selection of the Required Test. The required test
plan, and the "level" at which it is to be
performed, is normally selected from MIL-STD-781,
RELIABILITY TESTS: EXPONENTIAL DISTRIBUTION. The
following are the steps necessary in this selection.

(1) Define the "Acceptable" and "Unacceptable®" MTBF's
for_the Test. The nominally acceptable MTBF is
denoted by 6pg . This is the specified MTBF, and
is normally the same value stated as a
performance requirement. The unacceptable range
of MTBF's is defined by selecting a minimum
acceptable MTBF (denoted by €4). These values
determire the "discrimination ratio" (€,/64)
required of the test plan.

(2) Define_the Allowable "Risks". A determination
must be made of the allowable, or acceptable,
risks - both the producer's risk and the
consumer's risk.

(a) The Producer's Risk (denoted by e« ) is the
probability (normally stated in percent
terms) of rejecting an equipment whose true
MTBF is actually equal to the specified MTBF
(6g) . This is the risk taken by the
contractor when he submits his product to
the acceptance (demonstration) test.

(b) The Consumer's Risk (denoted by /) is the
probability of accepting an equipment with a
true MTBF equal to the minimum acceptable
»TBF (64). This is the risk taken by the
customer, the FAA in this instance, when it
determines product accep tability on the
basis of an acceptance test.

(c) MIL-STD-781 risks are either 10%, 20%, or
30%; except for one short-run, high-risk
test. Also, most of the test plans given
are for equal risks to bcth producer and
consumer.

(3) Select_the Test Plan. The test "plan" is simply
a statement of the accept and reject boundaries
in terms of the cumulative test time and
accurulated failures. Although this can be done
graphically, a tabular presentation is
preferable. The discrimination ratio determined
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in (1) above and the risks determined in (2)
define the test plan. These parameters are used
to select the appropriate test plan from MIL-
STD-7810

(4) Select the Required Test_ "Level". The test
*level" is defined as the conditions of
temperature, temperature cycling, vibration,
vibration cycling, on-off cycling, and/or input-
voltage cycling to be applied to the equipment
during the demonstration test. MIL-STD-781
gives ten basic test levels. The least
stringent of these, level A-1, operates with the
equipment in an ambient temperature of 25°C and
input-voltage cycling allowed. The most severe
test level given by MIL-STD-781 is level J,
which requires temperature cycling between -54°¢C
and +#125 C, vibration and vibration cycling with
peak acceleration of 2.2G, on-off cycling, and
input-voltage cycling. The test level should be
selected to be as representative of expected
operating conditions as possible. (It will
usually be found necessary or desirable to
modify the test levels of MIL-STD-781.)

specification of the Required Test. In establishing
the detailed specification of the required
demonstration test, consideration must be given to
the requirements for each of the following elements.

(1) Definition of the Basic Test Requirement. The
required test plan, per the preceding is
normally selected from MIL-STD-781; and the
selection must be so stated. 1In special
circumstances, only the consumer's risk (ﬁ) may
be stated, with the required 6o and 84. The
contractor would then be free to select his
producer's risk (a); and to propose a test plan
selected on that basis. The required test
level, per the preceding, must also be specified
as part of the basic requirement.

(2) Definition_of the Test Subject. The allowed
and/or required configuration of the test
article must be defined. Where the procurement
involves multiples of the contract item, the
specific equipment (s) to be tested must be
clearly identified. -
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(3) Pre-requisites for Entering the Demonstration

(4)

Test Phagse. All pre-requisites required by the
FAA must be explicitly stated as such. For
example, it should be stated that Demonstration
Test Procedures must be submitted and APPROVED
before performing the test. Normally, an
acceptable prediction of meeting the specified
MTBF is also specified as a pre-requisite to
entering the Demonstration phase of the
procurement. The contractor is normally allowed
to operate, or "burn-in", the equipment before
entering the demonstration test. If so, it must
then be required that the same degree of "burn-
in" be performed on all equipments delivered
under the contract.

Basic_Test Performance Conditions. The
specification of the demonstration test must be
unambiguous with respect to the basic conditions
under which the test is to be performed. At
least the following should be considered.

(a) When_a "duty cycle"™ is part of the equipment
performance specification, the demonstration
test specification must clearly state
whether or not the duty c¢ycle is allowed;
and if the latter, at what specific levels
for what times must the equipment operate.
Similarly, where the equipment has ‘maltiple
operating modes, the demonstration test
specification must specify the mode or modes
(with relative "on" tlmes) to be used durlng
the test.

(b) Any_regquired deviations from the standard
procedures of MIL-STD-781 must be clearly
stated - for example, the specific method of
temperature cycling. 1In the specification
of the demonstration test as a selection
from MIL-STD-781, care must be taken that
undesired portions of the Standard are not
inadvertently imposed.

(c) Monitoring requirements should be specified.
These should take into account the
periodicity of performance monitoring and a
definition of the performance parameters to
be monitored. The latter may take the form
of "sufficient to assure that all perfor-
mance specifications are met%, allowing the
contractor to propose the spec1f1c
monitoring points.
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(d) Maintenance allowed during the demonstration
test must be defined. This should take intoc
consideration both corrective and preventive
maintenance, with special attention to the
latter.

(5) Test Relevancy Definitions. It is especially

critical that test-relevant failures be clearly
and unambiguously defined. This should include
a statement of the basic procedure for adjud-
ication of questionable failures. The
imposition of paragraph 3.7.4.1, Definition of"
Failure, of the FAA RELIABILITY PROGRAM
REQUIREMENTS Specification, is generally
adequate for defining relevant failures.
However, if possible, it is preferable that the
definitions of test-relevant failures be
specific to the equipment under procurement. As
part of the "relevancy" specification, relevant
test time (i.e., equipment time counted in the
cumulative test time) must also be defined.

This definitization of failures shall be defined
in the reliability demonstration plan, a
document normally requiring FAA approval.

ESTABLISHING THE REQUIRED DELIVERABLE DOCUMENTATION. The

delivery of SELECTED documentation is essential if the
FAA is to effectively monitor, control, support, and
coordinate the contract reliability effort.

aAe.

'ments. The following are some basic guldellnes for

the specification of required documentation and/or
data.

(1)

(2)

(3)

(4)

(5)

Data requirements should only DOCUMENT
reliability engineering and analysis tasks; and
should  NOT GENERATE, such tasks.

Only essential, COST-EFFECTIVE documentation
should be required.

Avoid OVERLAPPING or DUPLICATE documentation of
the same data.

For follow-on contracts, specify only the ADDIT-
IONAL data required.

Consider the acceptability ~f data obtained and

prepared according to the contractor's NORMAL
INTERNAL practices and procedures, in lieu of a
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formal data item. This would tend to keep data
costs down.

(6) If the documentation delivery DATE cannot be
firmly established, key the delivery requirement
to a contract event MILESTONE.

. {(7) Use a standard DATA ITEM DESCRIPTION form from

Appendix 3 to define the formal, deliverable
data requirement.

The_Data_JItem Description (DID). A standard Data
Item Description (DID) form is used to define the
specific, formally required, data items. This form
is used for the data items defined in Appendix 3.

. Standard Data Items. Certain items of data will be

required on most contracts. Others will always be
required in particular types of contracts. These
should be considered as Standard Data Items. It is
desirable that a Standard DID be developed for each
of the standard Data Items. The procurement
documentation may then impose the entire DID (by
title and number); o0r, the requirement may be
restricted to only particular, specifically-
designated, paragraphs of the PREPARATION
INSTRUCTIONS section. Thirteen such Standard DIDs,
pertinent to a required reliability program, are
given in Appendix 3. These Standard DIDs are
sufficient to define the deliverable data
requirements for most reliability programs. The
thirteen Standard DIDs are also listed in Table 3 by
Title and Number.

(1) Contract Applicability. Table 3 indicates the
type of contract to which each of the DIDs is
applicable. "Applicable" does not mean
"required®”. When a particular type of contract
is encountered, the "“applicable"™ DIDs should be
considered for specific suitability to the
particular contract. Where none of the Standard
DIDs are adequate to obtain the desired data, a
custom DID will have to be written. Custom,
contract-unique, DIDs should be kept to a
minimum; since their use tends to increase data
management costs in the FAA.

(2) Data Delivery. Table 3 also lists a suggested
delivery schedule for each of the standard DIDs.
Specific, required schedules obviously could not
be given. The required schedules actually
imposed will vary with the length of the




contract, complexity of the equipment, feasi-
bility of the reliability requirement, equipment
delivery schedules, etc.
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SECTION_ 3. FAR_POST CONTRACT AWARD ACTIVITY

17. FAA_CONTRACT ACTIVITY OBJECTIVES. The ultimate objective
of all FAA activity dAuring the course of a contract is
to assure the receiving of a product which meets
specifications - and within schedule ard cost limits.
And, the ultimate objective of FAA Reliability activity
is the assurance that the product received will meet the
reliability performance requirements. The FAA activity
required in a contract reliability program may be
defined in terms of five basic task objectives for that
activity. These basic objectives are listed in the
following.

a. Verification that the required reliability program
TASKS are PERFORMED.

b. Verification of, and guidance for, appropriate and
adequate DIRECTION and EMPHASIS of the re11ab111ty
effort.

c. Assurance (through monitoring and guidance)'that the
reliability requirement is treated as a DESIGN PARA-
METER. .

d. Detection of ADVERSE failure and/or design TRENDS,
or other problems, which may prevent achievement of
the required reliability.

e. Monitoring of the equipment RELIABILITY ®"GROWTH"
from initial prediction through the reliab111ty
demonstration test. .

18. MONITORING THE CONTRACTOR RELIABILITY PROGRAM. Formal
communication, including the delivery of contractual
documentation, between the FAA and the contractor is
necessary; but, it alone certainly does not provide
adequate monitoring of the contractor's reliability
effort. An effective monitoring effort must provide for
active design review participation; at-contractor-site
review and inspection; and person-to-person interchanges
between working-level contractor engineers and their FAA
counterparts. The establishment of an active, working-
level, interface should lead to best efforts on the part
of the contractor; and to thorough understanding of the
problems on the part of the FAA. The following sub-
paragraphs discuss the requirements for effective
implementation of the basic elements of a program
monitoring effort.
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Establish the FAA-Contractor Interface. The required
reliability program, formal reviews, and
documentation, together with the proposed program
plan, constitute only the formal, legal interface
between FAA and the contractor. As was pointed out
in the previous paragraph, total reliance on just
this interface is not advised. For the monitoring
effort to be effective, a working, person-to-person,
interface must be firmly established. The first
step is to define the FAA Office(s) of Primary
Responsibility (OPR} and identify the specific FAA
Reliability Monitor (s). This should be accomplished
before Contract Award. It would also be desirable
that the FAA Monitor (to be) participate in the
selection of the required reliability program.

Then, shortly after contract award (and preferably
within 30 days), the FAA Monitor should schedule and
conduct a RELIABILITY INTERFACE meeting with the
contractor - preferably at the contractor site. The
only objective of the meeting should be to establish
the needed working, person-to-person, interface
between FAA and Contractor. The interface meeting
should not be restricted to simply a formal
discussion between the FAA Monitor and the
contractor's Reliability Manager. Working-level
reliability personnel, from both sides, should also
participate. This interface meeting should present,
consider, and/or agree on at least the following
items.

(1) FAA_Personnel. Identify the pertinent FAA OPR's
and the assigned FAA Monitor(s) - all monitors
should be present. All FAA personnel directly
supporting the Monitor should also be
identified; and, as many of these as possible
should be in attendance.

(2) Contract Requirements. Establish agreement on
all contract requirements relating to
reliability.

(3) Over-all Program. The over-all program
milestones and/or schedules should be agreed
upon; and the principal OPR's should be
identified.

(4) Reliability Program Plan. Reaffirm, and clarify
where needed, the proposed program plan. Define
the contractor OPR's for each reliability task.
Define the schedule, task, and personnel inter-
face of the reliability program with the over-
all program.
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(5) Data Items. Define the specific data and/or
information expected in each required data item.
Agree on submittal requirements.

(6) Design Reviews. Agree on the reliability-
pertinent intent of each required Formal Design
Review. Define the pre-Review data package
needed by the FAA. .

(7) Communication_Channels. Establish the ‘
communication channels which will be needed to
supplement the documentation and design reviews.
Establish a plan for holding future, informal
meetings. Define telephone, TWX, mail, and
personal points of contact on both sides.

b. Monitor_the Deliverable, and Received, Documentation.
The delivered documentation should, of course, be
monitored for quality and adherence to contractual
requirements. With some of the required documen-
tation, this is all that is pertinent to the current
program - either the information is pure
documentation of "minutes", or the data is intended
for the FAA data base for general application.
Relative to the Reliability Program, the most the
monitor can hope to get from the documentation is
general program progress, reliability growth, and
alerts to POSSIBLE potential problems. (Documen-
tation relative to the Demonstration tests is
discussed in the following paragrarh.) The report
most significant to monitor the overall reliability
program progress is the-RELIABILITY PROGRAM STATUS
REPORT (DID R-7 of Appendix 3). Reliability design
growth is monitored through, primarily, the RELIA-

"BILITY ALLOCATIONS. ASSESSMENTS, AND ANALYSIS REPORT
(DID R-2 of Appendix 3) . The detection of failure
trends and/or POTENTIAL reliability problems is
assisted by the monitoring of the FAILURE SUMMARY
REPORTS (DID R-4). The PARTS, MATERIALS, AND
PROCESSES APPLICATION REVIEW REPORT (DID R-13) may

. serve to alert the Monitor to POTENTIAL part appli-
cation problems. The RELIABYLITY ALLOCATIONS, .
ASSESSMENTS, AND ANALYSIS REPORT should also be
reviewed for the following, specific potential
faults in analysis.

(1) Mathematical Model. Since reliability growth
evaluation is based on using the mathematical
model, very early evaluation should be made of
the model accuracy. It is not unknown for a
series model to be used even when alternate
modes and/or redundant equipments exist. It is
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‘also common for exaggerated claims to be made
for the reliability of repairable redundant
combinations as well as for simple series
models.

(2) Reliability Predictions. In the early stages of
a development, it is necessary to make many
assumptions relative to stress, environment, and
operation in making a reliability prediction.
However, as the design progresses and as failure
data is collected and presumably processed,
predictions should involve fewer of these
assumptions. The predictions submitted should
be monitored to see that the increasing failure
and stress data is incorporated. (For example,
see that the indications of the FAILURE SUMMARY
REPORTS are considered in the predictions.)

Monitor, and Participate in, the Design_ Reviews. The
FAA Reliability Monitor should actively participate
in ALL Formal Pesign Reviews. (Participation in the
detailed design reviews which are not contractually
scheduled should be limited to only selected,
critical areas; and/or as requested by t